BE3IIEKA ITPOI'PAM TA JAHUX

Tun pucHuITiHA O060B’sA3K0Ba

OcBiTHili piBeHb [Tepmnii (OakanaBpCHKUIA)
MoBa BUKJIaJaHHSA Ykpaincbka

Cemectp Cromuii

KiabkicTh BcTaHoBeHHX KpeauTiB EKTC 5

®opMHU HABYAHHSA, JJIsl IKMX BUKJIAJAE€THCA JUCHUILIiHA OuyHa geHHa

PesyabTraTi HaBuYaHHs. CTy[CHT, KU YCIIIIHO 3aBEpPIINB BUBYCHHS JUCIUILIIHYU, TTOBUHEH:
3acmocosysamu 1HPoOpMaIiiHi TexHoMorii 00poOKu, 30epiraHHs Ta mepenadl JaHuX, a TaKoX
MeToau Ta 3aco0u 3abesredeHHs iHpopMawiiiHoi Oesmeku II3; awanisysamu, euoupamu i
3aCcmocosysamu Cy4acHi NOCSATHCHHs HAYKH 1 TeXHIKH 1St 3a0e3medeH s iH(pOopMaIiiHOT Oe3neKn
I13; 6uxopucmosysamu onepariiiti CHCTEMH, MEPEXKEB1 TEXHOJIOT'11, 3ac00M po3po0KkHu iHTepdericy
IIPU KOHCTPYIOBaHHI Ta 3axucTi [13.

3MicT HaBYAJBLHOI AUCHUILTIHM. BBeneHHs B Oe3meky mporpam Ta JaHHWX. 3aCO0M 3aXHUCTY
IPOrpaM Ta JaHHX. Kpunrorpadiunuii 3axuct nporpam ta qanux. [lepesipka I.IlJIlCHOCTl nporpam
i JIaHNX. Monem PO3IMOBCIOKEHHSI TPOrpaMHOTo 3a0e3nedeHHs. [lakyBabHUKY 1 1X BIAMIHHOCTI
Bix apxiBaTopiB. OcHoBHI noHATT OC, H606X1L[H1 JUISL 3aXUCTY HPOTrPaMHOrO 3a0e3IeueHHs.
HporpaMHo anapaTH1 METOJH 3aXHCTY I13 Big HecaHKmOHOBaHoro KOIIIFOBaHHSA. 3aXHUCT IPOrpam
BiJl HECAHKI[IOHOBAHOTO JOCTIPKEHHS. 3aXUCT BiJl JU3aCEMOIIIOBaHHS. 3aXHUCT MPOTPaM MUISIXOM
o0¢dyckarii. 3aXuCT BiJ HECAHKI[IOHOBAHOTO Hanaro/kyBaHHs. CydacHi TEXHOJOTI] AaMIliHra i
3aXHCTY BiJl HBOTO.

3anjiaHoBaHa HAaBYAJbHA MisJIBHICTH: Jiekmili — 34 ron., maboparopHi 3aHiTTS — 34 TOI.,
camocTiitHa po6ota — 82 rox.; pazom — 150 rog.

MeTonu HaBYaHHS: CIIOBECHI Ta HAO4YHI (JEKIl); MpaKTH4YHI Ta YaCTKOBO-TOIIYKOBI
(;maboparopai poOOTH); TOSCHIOBAIBHO-UIIOCTPATHBHI Ta JOCIIAHUIIBKI (caMOCTiitHa po0OoTa).

@opmMu  OLiHIOBAHHS pe3yanaTln HABYAHHSA: 3aXUCT JabOpaTOpHUX pOOIT, MUCHMOBA
KOHTPOJIbHA PO0O0TA, MiICYMKOBUI KOHTPOJIBHUAN 3aXiJI.

Bua cemecTpOBOro KOHTPOJIIO: iCTIUT.

HaguanbHi pecypcu:

1. besneka nporpam Ta JaHux: HaB4aiabHUM mocioHuk/ B. 1. 'opOenko, A.O. JlicHsIK. 3anopixoks:
3HY, 2022. 72 c.

2. OcHoBH iHpopManiitHoi Oe3neku : HaBY. nocioHuk/ B. b. Bumins, O. C. I'agpum, E. B. Pixkos.
Juinpo: J{Hinporn. aepx. yH-T BHyTpiul. crpas, 2020. 128 c.

3. OcnoBu kpunrosnorii: HaBd. [Tocioank/ H.O. lyp, O.A. IToxoruno. Kuromup: [lepkaBHui
yHiBepcuTeT «Kutomupcrka nomiirextika», 2021. 120 c.

4. Beryn a0 TexHoJorii OnokueiiH Ta kpunroBamtoT. YactuHa 1: HaBYambHMHA MOCIOHUK/
JI.B.KoBanbuyk, A.M.Kynin, H.B. Kyunnceka/ Kuis: KIII im. Iropst Cikopcekoro, 2022. 141
c.

5. MopgyneHe cepemoBumie g HadanHd ~ MOODLE. Jloctym g0  pecypey:

https://msn.khnu.km.ua.

6. Enexrponna 6i0mioTeka yHiBepcutety. JJloctyn 1o pecypcy:

http://lib.khnu.km.ua/asp/php_f/plage_lib.php.

Bukaagau: x.1.H., gouent Titosa B.IO.


https://msn.khnu.km.ua/
http://lib.khnu.km.ua/asp/php_f/p1age_lib.php

SOFTWARE AND DATA SECURITY

Type of Discipline Compulsory

Level of Higher Education First (Bachelor's)
Language of Instruction English

Semester 7

ECTS Credits 5

Course study mode Full-time (Daytime)

Learning outcomes. A student who has successfully completed the study of the discipline must:
apply information technologies for data processing, storage and transmission, as well as methods
and means of ensuring software information security; analyze , select and apply modern
achievements of science and technology to ensure software information security; use operating
systems, network technologies, interface development tools when designing and protecting
software.

Content of the academic discipline. Introduction to program and data security. Program and data
protection tools. Cryptographic protection of programs and data. Checking the integrity of
programs and data. Software distribution models. Packers and their differences from archivers.
Basic OS concepts needed to protect software. Software and hardware methods of software
protection against unauthorized copying. Protection of programs from unauthorized research.
Protection against disassembly. Protection of programs by obfuscation. Protection against
unauthorized debugging. Modern technologies of dumping and protection against it.

Prerequisites — software architecture and design
The prerequisites are pre-diploma practice

Planned educational activity : lectures - 34 hours, laboratory classes - 51 hours, independent
work - 65 hours; together - 150 hours

Teaching methods : verbal and visual (lectures); practical and partially research (laboratory
works); explanatory and illustrative and research (independent work).

Forms of evaluation of learning results : defense of laboratory work, written control work, final
control measure.

Type of semester control: exam.

Educational resources:

1. Preston, W. C. (2021). Modern Data Protection. (n.p.): O'Reilly Media.386 p.

2. Lenhard, T. H. (2022). Data Security: Technical and Organizational Protection Measures
Against Data Loss and Computer Crime. Springer Fachmedien Wiesbaden.. 113 p.

3. Fundamentals of cryptology: teaching. Manual/ N.O. Shchur, O.A. It rolled. Zhytomyr:
Zhytomyr Polytechnic State University, 2021. 120 p.

4. Introduction to blockchain technology and cryptocurrencies. Part 1: study guide/ L.V.
Kovalchuk, A.M. Kudin, N.V. Kuchynska/ Kyiv: KPI named after Igor Sikorskyi, 2022. 141 p.

5. MOODLE modular learning environment. Access to the resource: https://msn.khnu.km.ua .

6. University electronic library. Access to the resource:

http://lib.khnu.km.ua/asp/php_f/plage_lib.php

Lecturer : Ph.D., associate professor Titova V.Yu.


https://msn.khnu.km.ua/
http://lib.khnu.km.ua/asp/php_f/p1age_lib.php

