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BE3IIEKA ITPOI'PAM TA JAHHUX

Tun JuCHUILTIHA O00B’s13K0Ba

OcBiTHiii piBeHb [Tepmmii (OakaaBpChKuUiA)
MoBa BUKJIAIaAHHS AHTrIMCBKa, YKpaiHChbKa
CemecTp Cromuit

O6csr kpeautiB EKTC 5

dopma 37100yTTsI OCBiTH Ouna (neHHa)

Pesynomamu naeuanna. CTyACHT, SKUU YCHIIIHO 3aBEPUIMB BHBYEHHS JUCHUIUIIHHU, MAaE:
aHaII3yBaTH, IJICCIIPSIMOBAHO IIYKAaTH 1 BUOMpPATH HEOOXITHI JJIs BHpIilIEHHS MpodeCciiHNX 3aBIaHb
iH(pOpMaNifiHO-/IOBITHIUKOBI PECYpCH 1 3HAHHS 3 ypaxyBaHHIM CYyYaCHHUX JIOCATHEHb HAYKM 1 TEXHIKH.
AHanizyBaTH, IUICCIIPSIMOBAHO IIYKaTH 1 BUOMpATH HEOOX1IHI IJIs1 BUpILIEHHS MPoQeciiHuX 3aBIaHb
iH(pOpMaLiiiHO-JOBITHUKOBI pECYpCH 1 3HAHHS 3 YPaxyBaHHSIM CY4aCHUX JOCATHEHb HAYKHU 1 TEXHIKU. .
3HaTH Ta BMITH 3aCTOCOBYBaTH 1H(OpMaIliiiHi TeXHOJO0Tii 00poOKH, 30epiraHHs Ta mepeaadli JTaHuX.
3Hartu, aHaji3yBaTd, BUOMpaTH, KBai(h)iKOBAaHO 3aCTOCOBYBATH 3aco0uM 3a0e3nedeHHs iHpopMmamiiHol
Oe3reku (B TOMy 4YuCii KibepOe3neku) 1 MUTICHOCT] TaHUX BIAMOBITHO IO PO3B'SI3yBaHUX MPUKIAIHUX
3aBJlaHb Ta CTBOPIOBAHUX MPOTPAMHUX CUCTEM. 3acmocogyeéamu iHPOpMaIiiiHi TeXHOJIOTIi 00poOKH,
30epiraHHs Ta rnepeaavi JaHUX, a TAKOXK METOJIU Ta 3acoOu 3abe3neueHHs iHpopmarliiinoi 6e3neku I13;
aumanizysamu, subupamu 1 3acmocogysamu Cy4acH1 TOCSITHEHHS HAYKH 1 TEXHIKU I 3a0e3NeUCHHS
iH(popmaniiinoi 6esneku I13; suxopucmosysamu onepaliiiHi CUCTEMH, MepEXeBl TEXHOJOrIi, 3aco0u
po3po0OKu iHTepdelicy mpu KOHCTPYrOBaHHI Ta 3axucTi [13.

Ilpepekeizumu — ApXiTeKTypa Ta IPOEKTYBAHHS IMPOTPAMHOTO 3a0€3MEUCHHS
Kopexkeizumu — ITpodeciitna nmpakTuka

3micT HABYAIBLHOI AMCHMILTIHA. BBeCHH B Oe3MeKy Mporpam ta JaHuX. 3aco0H 3aXHCTy HPOrpam
Ta JaHux. Kpumrorpadiunmii saxuct mporpam Ta JaHux. IlepeBipka HimCHOCTI mporpam i JaHHX.
Mozeni poO3IOBCIOUKCHHSL TPOrpaMHOro 3abesnedeHHs. [lakyBanbHukH 1 IX BIAMIHHOCTI Bix
apx1BaT0plB OcuogHi nonsarts OC, H€06XIIIH1 JUISL 3aXHCTY TIPOrPaMHOTo 3abesnedenHs. IIporpamMuo-
amaparni Meromu 3axucty II3 BiX HECaHKIIOHOBAHOTO ~KOMIIOBAHHS. 3aXWCT IIPOrpaMm  Bij
HCCAHKIIOHOBAHOrO  JOCIIDKCHHS. 3aXWCT BIA AM3aCEMOIIOBAHHS. 3aXHCT MPOrpaM MUIIXOM
o0¢yckamii. 3aXuMCT BiJ HECAHKIIIOHOBAHOTO Hayaro/KyBaHHs. CydacHi TeXHOIOTIi nammiHra i
3aXHUCTY BiJl HBOTO.

3anuiaHoBaHa HABYAJIBHA AiVIbHICTD: Jekii — 34 rof., 1abopaTopHi 3aHATTS — 34 roj., caMocTiiHa
pobota — 82 rox.; pazom — 150 roz.

Meroan HaB4aHHS: CIOBECHI Ta HAO4HI (JICKUiT); MPAKTHYHI Ta JaCTKOBO-TONIYKOBI (TabOpaTopHi
po0OTH); TOSACHIOBAIBHO-IJTFOCTPATUBHI Ta JIOCIIAHUIBKI (caMocTiifHa po0oTa).

®opMH OLIHIOBAHHSA Pe3yJIbTATIB HABYAHHS: 3aXMCT JJAOOPaTOPHUX POOIT, MUCHMOBA KOHTPOJIbHA
po0oTa, MiJCYyMKOBHI KOHTPOJIBHHUM 3aX1I.

Bua cemecTpoBOro KOHTPOJIIO: ICIIUT.

HaguanabHi pecypcu:

1. be3neka nporpaM Ta JaHux: HaBuanbHUM mociOHUK/ B. I. I'opOenko, A.O. JlicHIK. 3amopixks:
3HY, 2022. 72 c.

2. OcHoBu iH(popmariiiHOT Oe3neku : HaBY. nocioHuk/ B. b. Bummnsa, O. C. INaBpum, E. B. Puxkos.
Huinpo: J{Hinpor. aep:x. yH-T BHyTpiml. cripas, 2020. 128 c.

3. OcuoBu kpwurronorii: HaBd. [locionuk/ H.O. Hlyp, O.A. Tlokormmo. Xutomup: [lepxkaBHuii
yHiBepcuTeT «Kuromupcrka nomirexsika», 2021. 120 c.

4. Beryn 1o TexHosorii Onok4yeWH Ta KpunroBamioT. YactuHa 1: HaBUanbHUH TOCIOHMK/
JI.B.KoBanbuyk, A.M.Kynin, H.B. Kyunnceka/ Kuis: KIII im. Irops Cikopeskoro, 2022. 141 c.

5. MonyneHe cepenosuiie ais HaB4aHHs. Jloctym 1o pecypey: https://msn.khmnu.edu.ua.
6. Enextponna 6i6mioTeka yHiBepcutery. Jloctyn g0 pecypey: http://library.khmnu.edu.ua
Buxkaana4: kanauaaT TeXHIYHUAX HayK, noneHT Bipa TITOBA



3. HOACHIOBAJIBHA 3AITMCKA

Hucnumnina «besneka mporpam Ta JaHUX» € OJHIEI0 13 JTUCIMIUIIH TPOodeciitHOl MiArOTOBKH 1
3aiiMa€e MPOBIIHE Miclle y MIATOTOBIN (haxiBIIB OCBITHROTO piBHA '"OakamaBp” 3a OCBITHBO-
npodeciiinoro mporpamoro "[HkeHepis mporpamHoro 3abe3neueHHs "

Ilpepexesizumu — ApXiTeKTypa Ta IPOEKTYBaHHSI MPOrPaMHOTO 3a0e3MeueHHs
Kopexkeizumu — ITpodeciitna mpakTuka

MeTtoio BHKIaiaHHSl HaBYaIbHOI IUCLMIUIHM € (OpPMyBaHHS y MaiOyTHIX CIeLiasicTiB
YMiHb Ta KOMIICTCHIII JUIst 3a0€3MCYCHHs! 3aXUCTy [POrpaM Ta JaHMUX; PO3BHTOK y CTYICHTIB (paxoBoro
CTHJIIO MUCJICHHS;, HaJIaHHS TJTMOOKUX Ta MIIIHUX 3HAHb 3 MUTaHb 3axXUCTy [13 BiJ HECAHKI[IOHOBAHOTO
KOIIIOBaHHSI MPOTPaMHUMU Ta NPOrpaMHO-aNiapaTHUMK METOJIAMH.

IlpeaMeToM MHCHHMIULIHM € METOAM Ta 3aco0M 3a0C3MCYCHHS 3aXHCTY TPOrpamMHOro
3a0e3rmeueHHs; MEeTOIM 1 3aCO0M MiJTPUMKH IUTICHOCTI, 3arajibHO1 (DYHKIIOHAJILHOCTI 1 HaAIMHOCTI
MPOrPaMHOTO 3a0€3ICUCHHSI.

3aBaaHHsIM JMCUMILUIIHM € 3a0e3nedyuTd HAOYyTTS KOMIIETEHTHOCTEH Ta JOCSTHEHHS
MPOTpaMHUX Pe3yJIbTAaTiB HABYAHHS BIAMOBITHO JI0 OCBITHRO-MPO(dECIHOI MporpaMu IMiJArOTOBKH
OakanaBpiB 31 crerianbHOCTI «[HXeHepis mporpaMHOro 3a0e3MeUYeHHs»:

BignmoBigHo no Cmandapmy euuioi océimu i3 Ta OCBITHHOI MpOTpamMu IUCIHILIIHA CIPHSIE
3a0€3MEeYeHHIO:

KoMnemeHmHuocmel.

@®K6. 3naTHicTh aHani3yBaTH, BUOMPATH 1 3aCTOCOBYBATH METOJIU 1 3aCO0M 1715l 3a0e3MeYeHHS

iHpopMamiiiHoi 6e3neKu (B TOMY YHCIi KibepOe3neKH).

OK12. 3patHicTe 3AIHCHIOBATH IMPOLIEC IHTErpamii CHUCTEMH, 3aCTOCOBYBAaTH CTaHIAPTH 1

MPOLICAYPH YIIPABIIHHS 3MiHAMU JJIS MIATPUMKH IIUTICHOCTI, 3arajibHOi (PYHKIIIOHATBHOCTI 1

HaJIIHHOCTI TPOrPaMHOTO 3a0€3IEUCHHS.

RPOZPAMHUX PE3YIbIMAMie HAGUAHHA '

[IPH1. AmnamizyBartu, MLiJleCOpsIMOBaHO UIyKaTH 1 BHOWUpaTH HEOOXiOHI Il BUPIIICHHS

npodeciifHuX 3aBAaHb iHPOPMAaIiifHO-TOBITHUKOBI pECYpCH 1 3HAHHS 3 ypaXyBaHHIM Cy4acHHX

JOCATHEHb HAYKH 1 TEXHIKH.

[IPH4. AmnamizyBaTH, IJIECIPSIMOBAHO INyKaTH 1 BUOWpaTH HEOOXimHI Ui BHpIMICHHS

npodeciiHuX 3aBIaHb 1H(MOPMAaIIHHO-T0BITHUKOBI PECypCH 1 3HAHHS 3 ypaXyBaHHSAM Cy4aCHUX

JIOCSITHEHb HAYKH 1 TEXHIKHU.

ITPH18. 3HaTu Ta BMITH 3acCTOCOBYBaTH iH(OpMaLiiiHI TeXHOoJOrii 0O0poOKu, 30epiraHHs Ta

nepenayl J1aHux.

[TPH21. 3naTH, aHanizyBaTH, BUOMpPATH, KBali(hiKkOBaHO 3aCTOCOBYBATH 3aco0u 3a0e3nedeHHs

iH(popMariiiHOT Oe3neku (B TOMy 4ucial KiOepOe3meku) 1 LUTICHOCTI JaHUX BIAMOBIAHO [0

PO3B'A3yBaHUX MPUKIATHUX 3aBJJaHb Ta CTBOPIOBAHUX MPOTPAMHUX CUCTEM.

Pesynomamu naeuanna. CTyACHT, SKUH YCHIIIHO 3aBEPUIMB BUBYEHHS JWUCLUIUIIHU, Mae:
aHaJII3yBaTH, LIJECIPSIMOBAHO LIYKAaTH 1 BUOMpPATH HEOOX1JHI AJs BUpPILIEHHS Npo¢eciiHuX 3aBIaHb
iH(pOopMalifHO-/JOBITHUKOBI PECYpCH 1 3HaHHS 3 ypaxyBaHHSIM CyYaCHMX JIOCATHEHb HaYKM 1 TEXHIKH.
AHani3zyBaTH, HIJIECIPSIMOBAHO LIyKaTH 1 BUOMpATH HEOOX1IHI /Ul BUPIIIEHHS NMpodeciiiHuX 3aBJaHb
iH(pOopMalifiHO-/JOBITHUKOBI PECYPCH 1 3HAHHS 3 YPaxyBaHHSIM CY4aCHUX JOCATHEHb HAYKHU 1 TEXHIKU. .
3HaTU Ta BMITH 3aCTOCOBYBATH iH(pOpMaliliHI TeXHOJIOTii 00poOKH, 30epiraHHs Ta mepeaadl JaHuX.
3HaTu, aHaji3yBaTd, BUOMpaTH, KBali()ikOBAaHO 3aCTOCOBYBATH 3aco0u 3a0e3nedeHHs iHpopMaliiHoi
Oe3rexu (B TOMy 4ucii Ki0epOe3neku) 1 MITICHOCT] TaHUX BiJIMOBITHO 10 PO3B'SI3yBaHUX MPHUKIIATHUX
3aBJlaHb Ta CTBOPIOBAHUX MPOTPAMHUX CUCTEM. 3acmocogyeéamu iHPOpMaIlliiiHi TeXHOJIOTii 00poOKH,
30epiraHHs Ta mepeaavi JaHUX, a TAKOXK METOJIM Ta 3acoOu 3abe3neueHHs iHpopmarriitHoi 6e3nexn [13;
auanizyeamu, eubupamu 1 3acmocogysamu Cy4acHi JOCSTHEHHS HAayKM 1 TEXHIKM JJIs 3a0e3nedeHHs
iH(popmaniiiHoi Oesneku I13; suxopucmosysamu onepariiiHi CUCTEMH, MEpEXeBl TEXHOJOTI, 3aco0u
po3poOku iHTEepdeiicy Mpu KOHCTPYIOBaHHI Ta 3axucTi [13.

Ilonimuka Oucyunninu Opravizailis OCBITHROIO MpOIECY 3 JAUCHUIUIIHM BiJIOBIa€ BUMOTaM



MOJIOKEHb PO OpraHizaliiiHe 1 HaBYaIbHO-METOIMWYHE 3a0€3MeUeHHsI OCBITHBOTO MPOIIECY, OCBITHIH
nporpami Ta HaBYaJbHOMY IIaHy. CTyZeHT 3000B’s3aHMI BiJIBIAYBaTH JIEKLii, MPAaKTU4HI 3aHATTS,
nmabopaTopHi poOOTH, TOIIO, 3TAHO 3 PO3KJIAJAOM, HE 3aMi3HIOBATHCS Ha 3aHSTTS, BUKOHYBATH YCi
3aBJIaHHs Ta KOHTPOJIbHI TOUKH BiAMOBIAHO 110 rpadika. [IpomyieHi npakTHyHi 3aHATTA 1 1a00paTOpHi
poOOTH CTyIEHT 3000B’SI3aHHMM OMpAIIOBATH CAMOCTIMHO y IMOBHOMY OO0Cs31 1 BiJ3BITYBAaTH Iepen
BUKJIaJIadyeM He Ii3Hille, HDK 3a TIWKACGHb 10 dYeproBoi arecramii. J[0o MpakTUYHHX 3aHATH 1
JabopaTOpHUX POOIT CTYACHT Ma€ MiATOTYBATHCS 3a BIJIOBIJHOIO TEMOIO 1 MPOSBISATH AKTUBHICTS.
HalyTTi 0Cc00010 3HaHHSA 3 AUCHUILUTIHM abo 11 OKpeMuX po3auliB y HepOopMalbHIH OCBITI
3apaxoBYIOTHCS BiMOBiIHO A0 [lon0oXKeHHS PO MOPSIIOK Mepe3apaxyBaHHs pe3ysIbTaTiB HABUYAHHS Ta
BH3HAYCHHS akaJIeMiuHoi pizHumi y XHY.



4. CTPYKTYPA 3AJIIKOBUX KPEJUTIB JUCIUIIJITHU

Ha3zBa Temn

KiabkicTh roayH BiaBeaeHNX HA:

JIeKuil JabopaTopHi CaMOCTilHY
podoTn podory

Tema 1. TexHomOTii 3aXUCTY 14 24 60
MIporpaM Ta JJaHUX
Tema 2. Metonu 3aXucTy 20 10 22
13 Big HECAHKI[IOHOBAHOT'O
KOITIFOBAaHHS

Pazom: 34 34 82




5. MPOT'PAMA HABYAJIbHOI JUCIUILIIHA

5.1 3micT JekuiiiHOro Kypcy

Homep
JeKIii

Ilepesik Tem Jiekuii, iX aHoTaLicA

T'ogunn

Tema 1. TexHoJiorii 3aXUCTy NPOrpamM Ta JaHUX

BBenenns B 0e3neKy nNporpam ta JaHux

1. Ilpobaemu 3axucty iHpopmamii B mporpaMHux cuctemax. Kpurepii orinku
3aXHUIIEHOCTI iH(dOopMaIrii.

2. Buau ki0ep3/104nHiB 3 TOUKH 30py O€3MeKu IporpaM Ta JaHHX.

3. [MonaTTa 1 Kiacudikaiiss KOMIT I0TEPHUX BIPYCIB.

4. 3acobu 31aMy TIPOrpaMHOTo 3a0e3neueHHs. X Knacudikaris.

5. IncTpyMeHTapiii BUSIBJICHHS BPa3IUBOCTEH B IPOrPaMHOMY KOJIi.
Jlit.: [2] c. 53-89

3aco0m 3axMCTy NpOrpam Ta JaHUX

1. ABTeHTH(UKaIUs, aBTOPU3AILis Ta aIMIHICTPYBaHHA A1 KOPUCTYBaYiB
2. 3aco0u 3aXUCTy BMICTY (paiijIiB Ta Narnokx.

3. 3aco0u 3aXUCTy BMICTY JIOKQJIbHUX JHCKIB.

4. AHTUBIpYCH.

5. MixkmepexHi ekpanu (OpaHamayepH).

Jlit.: [1], c. 13-21, 55-71; [2] c. 53-89, 106-115

Kpunrorpadiunmii 3axuct nporpam ta nanux (4actusa 1)

1. Knacuuni meroqu nmdpysanus. [ludp Lesapsa. Keagpar Iloni6is. [Hudp
Bepnama. IlIudp ramyBanns.

2. [TOTOKOBI KPHIITOCHCTEMH.

Jlit.: [3], . 6-26

Kpunrorpadgiunmii 3axuct nporpaM ta 1aHux (4acTuHa 2)
1. Brioxoa kpuntocucrema DES. Pexxumu mmdpyBanHs.

2. Cranmapt mmmdpysanss Rijndael.

Jlit.: [3], c. 33-66

Kpunrorpadgiunnii 3axuct nporpam ta fanux (4acTuHa 3)

1. Cxema [dipdi — XenmaHa po3roOBCIOKEHHSI KJIFOU1B [0 BIAKPUTHUM KaHaIaM.
2. Kpunitocuctema 3 BiIKpuTuM kimouyeM RSA.

Jlit.: [3], c. 76-86

Kpunrorpadiunnii 3axuct nporpam ta fanux (4acTuHa 4)
1. Xem-¢ynxiii. OCHOBHI aJIrOPUTMHU XEITyBaHHS.

2. Enextponnuii mudposuii nianuc. Ludposuii mianuc RSA.
Jlit.: [3], c. 86-105

IlepeBipka nisricHoCTi Mporpam i 1aHux

1. OcHOBHI MAXOIH.

2. [epesipka nimicHocTi 3a gonomoror CRC-komiB.
Jlit.: [4], c. 231-247

Tema 2. Metoau 3axucty I13 Bix HecankuionoBanoro koniroBanus (HCK)

Mopeii po3noBCIOIKEHHS IPOrPaAMHOI0 3a0e3ne4eHHs

1. BeskomToBHe nporpamue 3ade3neueHHs (Freeware).

2. YMoBHO Oe3komToBHE TporpamHe 3abe3neueHHs (Demoware, Trialware,
Nagware Ta iH.).

3. KomepuiiiiHe nporpamue 3a0e3rnedeHHsl.

Jlit.: [5], c. 20-30, 47-48




ITakyBaJbHUKHU i IX BiIMIHHOCTI BiJ apxiBaTopiB
1. Ornsan cyqacHuX MaKkyBaJbHUKIB.

2. InenTudikaris mapaMmeTpiB MaKkyBaHHS BUKOHYBAaHOTO (ailry.
Jlit.: [5], c. 7-20

10

OcHoBHi mousATTss OC, He0OXIAHI 1JIM 3aXHUCTY MPOrPAMHOI0 3a0e3Me4YeHHs
1. Cknag ta ¢yHKIIT onepariiiiHoi cucTemu.

2. BIOS - ba3osa cucreMma BBelIEHHSI-BUBEICHHS.

3. UEFI — inTepdeiic po3mmproBaHoi MPOIIUBKH.

4. CMOS - Complementary Metal Oxide Semiconductor

5. IlepepuBanHs, iX pojb Ta MpoLEAypa 3BEPHEHHS B IPOrpaMax

Jlit.: [5], c. 49-53

11

IIporpamuo-anapartui meroam 3axucty 113 Bix HCK (wactuna 1)

1. PoGorta 3 guckamm Ha ¢izmunomy piBHi. Dynkmii BIOS nmns poboru 3
nuckamu. 3axuct Big HCK MeTooM NpuB's3Ku 10 TUCKY.

2. Ananiz smictry CMOS-niam'siTi.

3. Peectpariiini koam.

4. HaBicHi 3axuctu (IpOTEKTOPH).

Jlir.: [5], c. 53-64, 78-93, 108-117

12

IIporpamuo-anaparui meroau 3axucry I13 Bix HCK (uacTuna 2)

1. Anapatui kmodi. Ix 6GynoBa Ta knacudikaris.

2. 3axMCT IporpaM 3a J0IOMOTOI0 KIIFoYa.

3. Orysin Ta XapakTepUCTHKA BIIOMHX KIIFOUIB 3aXHUCTY.

4. Cucrema «SecretKey».

5. IByx(dakropHa aBTeHTH(iKaIlis Ha 0cHOBI TexHozorii RSA SecurlD.
Jlit.: [5], ¢. 119-135

13

3axucT NporpaM BiJl HECAHKIIOHOBAHOTO 10C/Ii/I?KEHHSA
1. OcHOBHI MeTOU Ta 3aCOOM JTOCIIIIPKEHHS IPOTPaM.
2. CriocoOu BITPOBAKCHHSI 3aXUCHUX MexaHi3MiB B [13.

3. CtpykTypa nporpam, 3aXUIICHUX BiJ JTOCIIIKESHHS.
Jlit.: [6], . 6-12

14

3axucr Big Au3aceMOI0OBaHHSA

1. HeoOXiHICTh 1 TOIIIBHICTD 3aXUCTY BIJ] AM3aCEMOTIOBAHHS.
2. OCHOBHI METOJIM MPOTUIT TU3aceMOITIOBaHHIO ITPOrpam.

3. Hludpysanus kony.

4. ManinymoBanHs 3 EXE-3aronoBkom.

Jlit.: [6], c. 13-30

15

3axucT nporpam muIsixom o0¢yckanii

1. [lonsatTs o0dyckanii Ta i Buau. Jlekcuuna oddyckanig. O0dyckariis 1aHUX.
O06¢yckariis rpada TOTOKY YIpaBIiHHS.

2. AHani3 epeKTHBHOCTI poOOTH 00]yCKaTOPiB.

3. Binomi 06¢dyckaTopH 1 iX MOMKIJIUBOCTI.

Jlit.: [6], c. 30-53

16

3axucT Bil HECAHKIIIOHOBAHOT0 HAJIATO’KYBAHHS

1. Ornap 1 kinacugikaiis HamaropKyBadiB.

2. 3aXMCT Bijl HAJIAro)KyBayiB PealbHOTO PEKUMY.

3. bopoThs0a 3 HaimaropKyBadaMu 3aXUIICHOTO PEKUMY.
4. lonaTkoBi NpUHOMH “BUTOHUEHOT'0” MPOrpaMyBaHH.
Jlit.: [6], c. 65-74

17

CyuacHi TexXH0JI0Til JaMIIiHTra i 3aXUCTy Bil HHOTO

1. Ilopsiaok 3aBaHTaKEHHS MTPOrPaMu 1 BUAUIEHHS 1aM’sITi IPOLIeCy .
2. Jloctyn 10 mam’ATi Ta COUCKY MPOIIECIB.

3. OTpuMaHHs AaMITy 11am’aTi 00paHOTo MPOIIeCy.




4. TIporpamu 1151 BU3HAYCHHS JaMITy 1 3aXHCT BiJ HUX.
5. Meronu 3aXUCTy BiJ] JaMITiHTY.
Jlit.: [6], c. 84-97

Pa3om 3a cemecTp: 34
5.2 3micT 1a60paTOPHHUX POGIT
Ne Temu ab6opaTopHux podiT KisabkicTn
n/n roANH

1 Po3MexxyBaHHS ~TOBHOB@)KEHb KOPHUCTYBAadiB Ha OCHOBI  IapOJbHOI 4
aBTeHTH(IKaIiT
Jlir.: [2] c. 53-89

2 JloryBaHHsI Jliif KOPUCTYBAYiB y MPOTPAMHHUX CUCTEMAaX 4
Jlir.: [2] c. 53-89

3 3axucT mporpamMHoro 3abesneueHHs 3a gjonomororo Mexanismy CAPTCHA 4
Jlit.: [2] c. 53-89

4 3axucT JaHuX 33 JOMOMOTOI0 HU(POBOTO MiAMHCY 4
Jlit.: [3] c. 94-95

5 3axuCT JaHUX 3a JIooMoror TexHouorii Blockchain 4
JIir.: [7], c. 8-48

6 [Teperipka misicHOCTI aitniB Ha ocHOBI CRC-komiB 4
Jlit.: [4], c. 231-247

7 Po3poOka yMOBHO 0€3KOIITOBHOTO MMPOTPAMHOTO 3a0€3MeUSHHS 4
Jlit.: [5], c. 47-48

8 3axucT IpOorpaMHOTro 3a0e3MeueHHs 3a TOTIOMOT 00 MexaHi3My o0dyckarii 4
Jlit.: [6], c. 30-53

9 [TincymkoBe 3ausaTTsi. KonTponsHa podoTa 2

Pa3om 3a cemecTp: 34

* 3a YUCeNTbHUKOM / 32 3HAMEHHUKOM (PO3PaxyHOK 3IHCHIOETHCS BIIMOBITHO 10 PO3KIATY 3aHSTh)



5.3 3micTt camocTiiiHoi (y T.4. iHAUBiAyaIbHOT) po6OTH
O6’em camMoOCTiitHOT poOOTH 3 TUCIUILIIHU CTAaHOBUTH 65 ToauH. BiH BKiIIOYaE OompairoBaHHS
JEKIIITHOTO MaTepialy Ta JITepaTypHUX JKEpe, MiArOTOBKY 10 KOHTPOJIbHOI poOOTH, MiATOTOBKY /10
BUKOHAHHS Ta 3axXHCTy JiabopatopHux poOiT. KepiBHUIITBO CaMOCTIHOIO pPOOOTOI0 3MIIHCHIOE
BHKJIAJIa4 3T1THO 3 PO3KJIAIOM KOHCYJIBTAIIIN B M03aypOYHHUN Yac.

Ne Temu camocriiiHoi podoTn KisabkicTs
THKHS TOUH
1 OmnparirroBanHs TEOPETUYHOTO MaTepiany jekmii Nel. &)
2 ITinroroBka 10 BUKOHAHHS JJabopaTopHOi poboTn Nel 5
3 OmnpairroBanHs TEOPETUYHOTO MaTepiany jekmii Ne2. &)
4 [TinroroBka m0 3axucty JaboparopHoi podotu Nel. IliaroroBka m0 5

BHUKOHaHHS J1abopaTopHOi podoTu Ne2.
5 OrnpalfroBaHHsl TEOPETUYHOTO MaTepiary JekIii Ne3. 5
6 [TinroToBka 10 3axucty naboparopHoi podbotu Ne2. IliaroroBka [0 5
BUKOHaHHS J1abopaTopHOoi poboTr Ne3.
7 OrnpairoBaHHsl TCOPETUYHOTO MaTepiary JiekIii N4, 5
8 [TinroToBKa 10 3axucTy JsabopatopHoi pobotu Ne3. IligroroBka [0 5
BHKOHaHHS J1abopaTtopHoi poboTn Ne4,
9 OnpairoBaHHsl TCOPSTHYHOTO MaTepiay Jekiii NeS. 5
10 [TinroToBka 0 3axucty jnaboparopHoi pobotu Ned. IligrotoBka 0 5
BUKOHaHHS J1abopaTopHOoi poboTu NeS5.
11 OmnpairoBaHHsl TEOPETUYHOTO MaTepiany Jekiii Neo. 5
12 [TinroToBka 10 3axmcTy naboparopHoi podotu Ne5. IliarotoBka [0 5}
BHKOHaHHS J1abopaTopHOi poboTh Neb.
13 OmnpauroBaHHsl TEOPETUYHOTO MaTepiany Jekuii Ne7. 5
14 [TinroToBka 10 3axmcTy JaboparopHoi podotu Ne6. IliaroroBka 0 5}
BUKOHaHHS J1abopaTtopHoi poboTu Ne7.
15 OmnpairroBanHs TEOPETHYHOTO MaTepiany jekmii Ne§. 4
16 [TinroToBka A0 3axucty naboparopnoi podoru Ne7. IliaroroBka mo 4
BUKOHaHHS J1abopaTopHOi poboTH Ne§.
17 OnmnpaitoBanHs TeopeTuuHoro marepiany Jjekmii Ne9. Ilinroroeka o 4
3axucty JsaboparopHoi pobotu Ne§. IligroroBka a0 KOHTPOJIBHOT
po0OTH 32 MPOHIEHUM MaTepiaioM.
Pa3om 3a cemecTp: 82

* Tlpu nlaHyBaHHI JIEKLIH 32 YMCETbHUKOM/3a 3HAMEHHUKOM (PO3pPaxyHOK 3/1iHCHIOETHCS BIINOBIIHO J0 PO3KJIay 3aHSTh)



6. METOJAU HABYAHHS

[Iporiec HaBYaHHS 3 MUCHUILTIHUA IPYHTYETHCS Ha BHKOPUCTAHHI TPAJHUIIIMHUX Ta Cyd4acHHX
METOJIB. 30Kpema, JeKIii MPOBOASTHCS CIOBECHUMH Ta HAOYHUMU METOJaMU 3 CYIPOBOJOM
Mpe3CHTAIlITHUMHU MaTepiajiaMu, J1JabopaTopHi poOOTH MPOBOAATHCS 3 BUKOPUCTAHHSM MPAKTHYHHX
Ta YaCTKOBO-IIOIIYKOBUX METO/IIB, Cy4acHHX 1H(GOPMAIIITHO-KOMIT IOTEPHUX TEXHOJIOTIH 1 MalOTh 3a
MeTy — HaOyTTS CTyJIEHTaMH TNPAKTUYHUX HABUUYOK 3a0e3MEeuUeHHS 3aXWCTy IporpaMm Ta JIaHHX;
3axucty [I3 BiI HECaHKIIOHOBAHOTO KOIIOBAaHHS NPOTPAMHUMH Ta MPOrPaMHO-arapaTHUMHU
METOJIaMHU.

7. ©°OPMHU 1 METOJIHU ONIHIOBAHHS PE3YJIBTATIB HABYAHHSA

3acToCOBYBaHI TpH BHKJIAJAHHI JUCHUIUIIHA METOAM HABYAaHHS CHPUSIOTH PO3BUTKY Yy
ctyneHTiB HaBuU4oK soft skills: oOroBopenHs mpoONIEeMHMX TNWUTaHb I Yac JICKIIH, MPHITFOAHI
3axXHCTU Ja0OpaTOpHUX poOOIT 3 OOIPYHTYBAHHSAM MPUHHATHX pIlIEHb IIOJ0 BHOOPY METO/IB
pillieHHs 3aBllaHb B Jiajio31 3 BUKJIAJa4eM 1 T'PYIOI CHPHUSAIOTH (GOPMYBAHHIO 1 yJIOCKOHAJICHHIO
BMiHb MyOJIYHUX BHCTYMIB, EMIIATHYHOTO CIyXaHHS, BIJCTOIOBAaHHS BJACHOI TOYKH 30Dy,
caMoOaHaji3y 1 CaMOKPUTHKH, aJanTOBaHICTh, BMIHHS KOPUCTYBAaTHCS IHTEpHET-pecypcaMu Ta
IHIIMMH JpKepenaMu iH(opmallii, CHHTe3yBaTH Ta KPUTHUYHO OCMUCIIOBATH 1H(QOpMAIIIO 3 PI3HUX
JDKepen rependadeHi crenudikor TMCIUIIIIHT, 00MEXEeHUH Yac Ha BUKOHAHHS J1a00paTOpHUX PoOiT
1 KOHTPOJILHUX 3aBJlaHb, YITKO BU3HAUEHI 1 HaJaHl B CHJIa0yCl TEPMIHU MPOXOXKEHHSI KOHTPOJIBHUX
TOYOK 1 BiANpamroBaHHA 3a00ProBaHOCTEH CHPHUAIOTH PO3BUTKY IYHKTYaJbHOCTI, 3JaTHOCTI JIO
caMoopraHizalii Ta yrnpaBiiHHS 9acoM (TaliM-MEHEIKMEHTY).

[Ipy BUBYEHHI IUCHUIUTIHU MOXYTh OyTH 3apaxoBaHi pe3ylbTaTH HaBYaHHS, 3100yTi y
HedopManbHiil OCBiTi. Bu3HaHHS pe3ynpTaTiB HaBYaHHs, 3100yTHX Yy HedopMalbHIl OCBITI,
peani3yeTbesi 3TiTHO 3 YMHHUM 33aKOHOJABCTBOM 1 peryiroeThcs [lojokeHHSM Tpo TMOPSIOK
BU3HAHHS Ta Iiepe3apaxyBaHHs Pe3yJIbTaTiB HaBYaHHS 3100yBaviB Buoi ocitn y XHY .

[ToToyHMiT KOHTPOJIB 3IHCHIOETHCS MTijl Yac JIAOOPATOPHUX 3aHATH, @ TAKOX Y JHI IPOBEACHHS
KOHTPOJIbHHX 3aX0/1iB, BCTAHOBJICHUX POOOYHMM IUIAHOM JAMCLUILTIHH.
[Tpu 11bOMYy BHKOPHCTOBYIOTBCS TaKi METOJIM TOTOYHOTO KOHTPOJTIO:
—  3aXHCT JaOOpaTOPHHUX POOIT;
— MHChMOBA KOHTPOJIbHA POOOTA.
CemecTpoBUl KOHTPOJb MNpOBOAMTHCA Yy (opmi icnury. Ilpm BuBeneHHI MiICyMKOBOT
CEeMECTPOBOi OIIIHKM BPAaXOBYIOTbCS pE3yJIbTaTH K MOTOYHOIO KOHTPONIIO, TaK 1 MiJCYMKOBOTO
KOHTPOJILHOTO 3aXO0/1Yy.

OI1iHIOBaHHS aKaJeMIYHUX JIOCSATHEHBb CTYJAEHTA 3A1HMCHIOEThCS BiAMOBIIHO 110 «IlomoskeHHst
PO KOHTPOJIH 1 OLIHIOBAHHS pe3yJIbTaTiB HaBYaHHS 3/100yBauiB BUIIOi OcBITU Y XHY». Koxxuuii Bua
poOOTH 3 JMCLUIUIIHM OLIHIOETHCS 3a IHCTUTYLINHHOI YOTHpuOaIbHOIO IHiKanor. CeMecTpoBa
I1JICYMKOBA OI[IHKA BU3HAYAETHCS SIK CEPEIHHO3BAXKEHA 3 YCIX BHU/I1B HABUAJIbHOI pOOOTH, BUKOHAHUX
1 37JaHUX TO3UTHBHO 3 YypaxXyBaHHSAM Koe(ilieHTa BaroMocTi. BaroBi koedili€eHTH 3MiHIOIOTbCS
3aJIeKHO BiJl CTPYKTYPH JAUCLUILIIHY 1 BaXJIMBOCTI OKpEMHX BUIB ii pOOIT.

CTpyKTypyBaHHS JUCHUILIIHU 32 BUIaMH POOIT i OiHIOBAHHS Pe3yJIbTATIB HABYAHHS
CTY/IeHTIB 32 BarOBUMH KoedinieHTamu

AynuTopHa podora CemecTpoBuii
KOHTPOITh
JlaGopaTopHi KonrtponsHa pobora .
icnut
Bun 3ansaTTs pobotu
Tema 1-2 1-2 1-2
Baroswuii xoedirrieHt 0,3 0,3 0,4

OuinoBaHHs Ja0opaTopHuX podiT. O1iHKa, siKa BUCTABISETHCS 3a Ja00paTopHy poOoTy,
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CKJIAJA€ThCS 3 TAaKUX €JIEMEHTIB: 3HAHHA TEOPETUYHOIO Marepially 3 TeMH; SIKICTb 0(OpMIICHHS
3BiTYy; BIJIbHE BOJIOJIHHS CTYICHTOM CIICLIAIILHOIO TEPMIHOJIOTIE€I0 1 yMiHHA mpogeciiiHo
OOTpYHTYBATH MPUUHSTI KOHCTPYKTHBHI PIIICHHS; CBOEYACHHM 3aXHUCT JIa0OpaTOpHOI poOOTH.

Tepmin 3axucTy 3BiTY 3 J1a00paTopHOi POOOTH BBAXKAETHCS CBOEYACHUM, SIKIIO CTYACHT
3aXKMCTUB i B ICHb BUKOHAHHs a00 Ha HACTYIHOMY ITiCJISI BAKOHAHHS poOoTH 3aHsTTi. [IponymieHe
3aHATTSA CTYIEHT 3000B’si3aHMM BIANpaloBaTH B JjabopaTopisx Kadeapu y BCTaHOBJICHHM
BUKJIa/IayeM TepMiH, ajie He Mi3Hille, HIX 3a J{Ba TUXKHI 10 KIHIA TEOPETHYHUX 3aHATh Y CEMECTi.

Ominky 3a jabopaTopHy poOOTy BHUKJIAIa4 OTOJIOIIYE OApa3y IICIs 3axXUCTy 3BITY 1
MPOCTABIISIE B €IEKTPOHHUI KypHAIT AUCIUILITIHH.

OuiHBaHHSI KOHTPOJbHUX Po0iT. KoHTpOIbHA pOOOTA CKIIAIA€THCS 3 IBOX TEOPETUUHUX
nuTadb. OUiHIOBAaHHS 301IMCHIOETHCS 32 YOTUPUOATBHOKO IIKAJIOK.

OI1IiHKY «BIAMIHHO» OTPUMYE CTYJICHT SIKWW J1aB IOBHY MTMCHMOBY BIJIMOB1/Ib HA TEOPETUYHI
MUTaHHS.

OmiHky «700pe» OTpUMY€ CTYIEHT, SKHH JaB TNpaBWIbHY BIANOBiAb Ha TEOPETHYHI
MUTAHHS, aJie¢ Y BIAMOBII MPUCYTHI ABI-TPH HECYTTEBI IIOMUIIKH.

OMiHKY «3aJ0BUILHO» OTPUMYE CTYIEHT, SIKHH JaB YacTKOBY BiJIOBib HAa TEOPETHYHI
MATAHHS.

OuiHKy «HEe3aI0BUIbHO» OTPUMYE CTYACHT, SIKUW HE /1aB Bi/IMOBII HA TEOPETUYHI MUTAHHS.

OninKy 3a KOHTPOJIbEHY poOOTY BUKJIaad MPOCTABIISIE B €JICKTPOHHUHN KYPHAI JTUCIUATLIIHH.

CemecTpoBuii KOHTpPOab (icmut). IlizcymMKoBHII KOHTPOJIBHHMH 3axXil 3 JAUCHHUILTIHH
MPOBOANTHCS B popmi icriuTy. Ex3aMeHaniiHuii OUIeT CKJIaTaeThes 3 JIBOX TCOPSTHYHUX IMUTAHD 1
3amauvi. [lig dWac icnuTy 3a HaJAaHUMU BIJHNOBIASIMH 1 pilIEHHAMU (PO3B’S3KAaMHU) BHKOHYETHCS
OLIIHIOBAHHS PIBHS 3aCBOEHHS CTYJIEHTOM MaTepiary TUCIHILIIHH.

Ominka 3a MiJCYMKOBHI KOHTPOJIBHHUN 3aXif] MPOCTaBISETHCS BUKIAAAYeM B €IEKTPOHHUN
KYpHaJI JAMCUMIUIIHM B JCHb 3/1a4l ICIUTY 1 BPAaXxOBYEThCS B aBTOMATH30BAaHOMY pPEXHMI MpH
BH3HAYCHHI ITiJICYMKOBOI CEMECTPOBOI OI[IHKH CTYACHTA 3 AUCHUIUIIHU 33 IHCTUTYIIIHOIO MIKAJIOKO 1
mkanoro €EKTC.

SIKIIO CTYZCHT OTPUMAaB HETAaTHBHY OILIIHKY 32 IEBHUM BHIOM POOIT, TO BiH Ma€ mepe3aaTH ii
B YCTaHOBJICHOMY HOPSIZIKY, ajie 000B’SI3KOBO J0 TEPMiHY HACTYITHOTO KOHTPOJIIO.

CryneHT, SKUi y BCTAaHOBJICHI TEPMiHU HE BUKOHAB 1H/IMB1IyaJIbHUH TUIaH MOTOYHOI POOOTH 3
JTUCIUIUTIHA TIOBHICTIO a00 YacTKOBO, 1O 3/a4i IiJICYMKOBOIO KOHTPOJIBHOTO 3axXxoay He
JIOITyCKA€ETHCSL.

CryneHt, sxkuii HaOpaB MO3UTHUBHUN cepeHbO3BaKEHUH Oax 3a MOTOYHY poOOTY 1 HE 3/1aB
1JICYMKOBHM KOHTPOJIbHUM 3aXi] (ICTIUT), BBAXKAETHCS HEBCTUTAIOUUM.

[lincymkoBa ceMecTpoBa OILIHKAa 3a IHCTUTYyHIMHOIO mkamoro 1 mkanoro €KTC
BCTAQHOBIIIOETbCS B aBTOMAaTM30BAaHOMY pEXKHMI MIC/I BHECEHHsSI BUKJIAJayeM YCIX OLIHOK [0
€IIEKTPOHHOTO )KypHAIy.

ChiBBigHOIIEHHA BiTYN3HAHOI IITKAJIH OMiHIOBaAaHHY i IKaJu oniHoBanHsa €KTC

Oninka I.HCT“TyuiﬁHa e . o .
C€KTC | HTepBaibia IncTuryuiiina ouninka, kKpurtepii oiHIOBaHHS
mKaJa 0ajiB
A 4.75-5,00 5 BiOMi{iHo - rimboxe i.HOBH.e ONaHYBaHHS HaBYAILHOI'O
Marepianay i BUSBJICHHS BIJIMOBIIHUX YMiHb Ta HABUKIB
B 4,25 4,74 4 /Jlo6pe — OBHE 3HAHHS HaBUAJIBHOI'O MaTepiany 3 KUIbKOMa
HE3HAYHUMH [TOMUJIKaMHA
C 3,75.4.24 4 Jlobpe — B 3araibHOMY TMpaBWIbHA BIAMOBIIbL 3 JBOMa-
TPhOMA CYTTEBUMHU TTOMHJIKAMH
3a0o6inbho — HENOBHE ONAaHYBaHHS  IPOrPaMHOTO
D 3,25-3,74 3 Marepiany, ane JOCTaTHE Il TMPaKTHUYHO! MiSUTBHOCTI 3a
npodeciero
3a0osinbho — HENOBHE ONAHYBaHHS  IPOTPAMHOTO
E 3,00-3,24 3 MaTtepiany, IO  3aJI0BOJIbHSAE€  MiHIMalnbHI  KpuUTepil
OILIIHIOBAHHSI
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He3zaoogineno — OE3CUCTEMHICTh OJIEPKAHUX 3HAaHb 1

FX 2,00-2,99 HEMOXJIUBICTh TPOJOBKUTH HABUaHHA O€3 J10JaTKOBHX
3HAHb 3 JUCLUIUIIHA
Hezaooeineno — HeoOXigHa MO3HAa IIOHAJIbIII Ta i
= 0,00-1,99 eo0xiHa cepiio3 ojanpina podbora

IIOBTOPHC BUBYCHH I[I/ICI_II/IHJIiHI/I
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8. IIMTAHHA JJ1s1 CAMOKOHTPOJIIO

[Tpobnemu 3axucty iHpopMarii B mporpaMHUX CHCTEMAX.
Kpurepii omninku 3axuieHocTi iHGopmartii.

Buau kibep3/104nHiB 3 TOUKH 30py O€3MeKH MporpaM Ta JaHHX.
[TonsATTA 1 KITacudikaiiss KOMIT IOTEPHUX BIPYCIB.

3aco6u 31aMy IporpaMHOro 3abe3nedyenHHs. X knacudikaris.
[HCTpYMeHTapiii BUSBICHHS BPA3IMBOCTEIl B IPOTPaMHOMY KOJIi.
ABteHTH(UKALMS, aBTOPU3ALLS Ta aJAIMIHICTPYBaHHA [l KOPUCTYBaYiB
3aco0u 3axucTy BMICTY (haidJIiB Ta IMarok.

3aco0u 3aXHCTy BMICTY JIOKQIbHUX JHCKIB.

AHTHBIpYCH.

MixmepexHi ekpanu (OpanamayepH).

[Mudp Les3aps.

Ksanpar ITomiGis.

[udp Beprama.

HIndp ramyBaHHs.

[ToTOKOBI KPUIITOCHCTEMH.

bnoxoBa kpunrocucrema DES. Pexxumu mmdpyBaHHs.
Crangapt mumdpysanus Rijndael.

Cxema Jlipdi — Xeamana po3nmoBCIOKEHHS KIIOYiB MO BITKPUTUM KaHAJIaM.
Kpunrocucrema 3 Bigkputum kinoueM RSA.

Xem-¢pynkuii. OCHOBHI alTOPUTMH XEITyBaHHSI.

Enextponnuii undposuii mignuc. Hudposuit mianuc RSA.
OCHOBHI MIXOAM 0 EPEBIPKH LIJTICHOCTI MPOrpam i JaHUX.
[Tepesipka miicHocTi 3a noromororw CRC-kois.

Mogeni po3moBCIOPKCHHS ITPOTrPAMHOTO 3a0€3IEUCHHS.
beskomroBHe mporpamue 3abe3neueHHs (Freeware).

YMoBHO Oe3kommToBHE porpamue 3ade3neyenns (Demoware, Trialware, Nagware Ta iH.).
Komepuiiine nmporpamHue 3a0e3rneqeHHs..

[TakyBanmpHUKH 1 iX BIAMIHHOCTI B/l apXiBaTOpiB

Ormsin cyyacHUX NMaKyBaJIbHUKIB.

Inentudikanis napameTpiB MaKyBaHHsS BUKOHYBAaHOTO (ailiy.
Cknan Ta QyHKIIT onepariitHoi CUCTEMH.

BIOS - ba3zoBa cruicrema BBe/IeHHS-BHBEICHHS.

UEFI — inTepdeiic po3mmproBaHOi IPOIIUBKH.

CMOS - Complementary Metal Oxide Semiconductor
IlepepuBanHs, iX poJib Ta MpOLEAypa 3BEPHEHHS B ITporpamax

Pob6ora 3 muckamu Ha (izuunomy piBHi. DyHkiii BIOS mus pobotu 3 auckamu. 3aXuCT Bij

HCK meTtonoM npuB'si3Ku 10 TUCKY.

Amnaniz BMicty CMOS-nam'sti juis 3axucty Big HCK.

Peectpaniiini koau, sk 3axuct Big HCK.

HagicHi 3axuct# (IpoTEKTOpH).

Anaparsi kmoui. Ix 6ymoBa Ta knacugikais.

3axucT mporpam 3a JOMOMOTO0 KITF0Ua.

Ormsin Ta XapaKTEpUCTHKA BIIOMUX KITIOUiB 3aXHCTY.

Cucrema «SecretKey».

JIByxdaxTopHa aBTeHTHiKaLlis Ha 0cHOBI TexHonorii RSA SecurlD.
OcHOBHI METOAM Ta 3aCO0U TOCIIIPKEHHS TPOTPaM.

CrniocoOu BIpOBaHKEHHS 3aXMCHUX MEXaHI13MiB BiJl HECAHKI[IOHOBAHOTO JocCieHHs B [13.
CrtpykTypa nporpam, 3axXUIIEHUX BiJ JOCIT1KEHHS.

HeoOXigHICTh 1 AOIUIBHICTD 3aXUCTY BiJ AM3aCeMOTIOBAHHS.
OCHOBHI METOAM MPOTHUJIIT AN3ACEMOTIOBAHHIO TTPOTPAM.
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52.
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57.
58.
59.
60.
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63.
64.
65.
66.
67.

[u¢pyBaHHs KOY, SIK 3aXUCT BiJ AU3aCEMOITIOBaHHS

MamninymoBanss 3 EXE-3aronoBkom, sik 3aXUCT BiJl 1U3aceMOTIOBaHHS.

[TonsarTs 006¢yckarii Ta ii BUAH.

Jlexcuuna o6dyckartis.

OOdyckarist 1aHUX.

OO6dyckaris rpada MOTOKY YIpaBIIiHHS.

Amnani3 epeKTUBHOCTI poOOTH 00(yCKaTOPIB.

Bigomi 06¢yckatopu 1 iX MOXKIMBOCTI.

Ormsin 1 knacugikallis HaJaroIKyBaiB.

3axuCT Bij HAJIaroKyBadiB peajbHOTO PEKUMY.
BopoTtr0a 3 HanmaroKyBauaMu 3aXUIICHOTO PEKUMY.
Jlo1aTKOB1 IPUHOMH “BUTOHUYEHOTO” ITPOrpaMyBaHHSI.
[Topsimok 3aBaHTa)KEHHSI TPOrPaMH 1 BUALICHHS [1aM’ATi TPOIIECy.
JlocTyn 10 maM’sITi Ta CIIKUCKY MPOLECIB.

OTpuMaHHS JamITy mam’siTi 0OpaHoro Mmporecy.
[Iporpamu aJis BU3HAUEHHS AAMITy 1 3aXHCT BiJl HUX.
MeToau 3aXHCTy Bijl TaMITiHTY.
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9. METO/IUYHE 3ABE3INEYEHHSA
OcBiTHIN mpoIec 3 AUCITUIUTIHU MTOBHICTIO 1 B JOCTaTHIM KUTBKOCTI 3a0e3meueHnid HeoOX1HOIO
HaBYaJIbHO-METOIMYHOIO JIITEPaTypOIo, sIKa po3MilieHa B MoyasHOMY cepenoBuii MOODLE.

10. PEKOMEH/IOBAHA JIITEPATYPA

OcHoBHA

1. besneka nporpam Ta qaHuX: HaBuajabHUM 1ocioHuk/ B. 1. T'opbenko, A.O. JlicHsak. 3amopixoks:
3HY, 2022. 72 c.

2. OcHoBu iH(popMariiiHoi 6e3neku : HaBy. nmociOHuk/ B. b. Bumns, O. C. I'aBpu, E. B. Prxkos.
Juinpo: JHinmpon. nep:x. yH-T BHyTpiul. crpas, 2020. 128 c.

3. OcnoBu kpuntoiorii: Had. [Tocionux/ H.O. Ilyp, O.A. IHokotumno. Xuromup: [lepxaBauii
yHiBepcuTeT «KuTomupcebka nositexHikay, 2021. 120 c.

4. Teopis iHpopmanii i KogyBaHHS: Kypc Jekuii: HaB4u. moci0./ A.€.Koanenko. Kuis : KIII im.
Iropst Cikopcbkoro, 2020. 248 c.

5. 3axuct nporpamHoro 3a0esneuenHs. Yactuna 1: HaBuanbHuii mociouuk/B. A. Kammyn, O. B.
A.B. lynarsees, B. I1. Cemepenko B.II. Binnunsg: BHTY, 2017. 140 c.

6. 3axuct mporpamHoro 3abesnedeHHs. YactuHa 2: HaBuanbHui mociOHuk/B. A. Kammyn, O. B.
Hmutpumus, FO. B. bapumes. Binauus: BHTY, 2017. 105 c.

7. Beryn nmo TexHosorii OJok4YeWH Ta KpunToBamoT. YactuHa 1: HaBYaIbHUN MOCIOHHK/
JI.B.KoBanbuyk, A.M.Kynin, H.B. Kyunncska/ Kuis: KIII im. Irops Cikopcebkoro, 2022. 141 c.

JlomaTkoBa

8. UYermepikoB [. O., Ilerperko A. I. Texnounoris Blockchain B cuctemi 3axmcry iHdopmariii/
MonentoBanHs Ta iHGOPM. CHCTEMHU B €KOHOMIIII: 30. HayK. mpamp/ Biam. pen. O. €. Kamincbkuii. 2020.
Ne 99.1. C. 162-170.

9. Kopnara f.I., I'epacumenko O.FO., bazaka FO.A., bazaniit M.IO., Myxin O.B. Method of
Protecting Software Code from Reengineering Using Virtual Machines. Sciences of Europe, 2020. Ne
58. C. 59-62.

10. Kopmara S.I., bazaka 1O.A., Bazamii M.IO. 3axuct mnporpamHoro 3abe3meueHHs 3a
JIONIOMOT 010 3aIUTyTyrouuX neperBopeHsb. The scientific heritage, 2020. Ne 54. C. 72-75.

11. CemenoB C.I'., laBuno B.B., Bomommn JI.I'., I'pebentok J[.C. MeTton 3axucTy MOIyJis
HpOrpamMHOro 3ade3NeyeHHs] Ha OCHOBI mpouenypu oodyckarii/ TerekoMyHikaliiiHi Ta iHGopMariiHi
texHoJorii. 2019. Ne 4 (65). C.71-80.

12. Privacy and Data Protection in Software Services. (2021). Springer Nature Singapore, pp.220

13. Lenhard, T. H. (2022). Data Security: Technical and Organizational Protection Measures
Against Data Loss and Computer Crime. Springer Fachmedien Wiesbaden, pp.113

14. Bhushan, M., Rathore, R. S., Jamshed, A. (2017). Fundamentals of Cyber Security. BPB
Publications, pp.228

15. Preston, W. C. (2021). Modern Data Protection. (n.p.): O'Reilly Media, pp.386

11. IHOOPMAIIIMHI PECYPCH

1. Monynbre cepenosuine s HapuanHs. URL : https://msn.khmnu.edu.ua/
2. Enextponna 6i6mioreka yHiBepcutery. URL: http://lib.khmnu.edu.ua/asp/php_f/plage lib.php
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COURSE PROGRAM

Software and Data Security

Field of study: 12 - Information Technologies
Major: 121 — Software Engineering

Level of Higher Education: First Level (Bachelor)
Educational program: Software Engineering
Discipline status: Compulsory

Faculty: Information Technologies
Department: Cybersecurity

Semester
Total Number of hours control form
Credits
Classwork hours
v
Q a0 b 5 -
) B A w55 3 o
3 1EN 2 | B2, € 1Bl =
E 5 5 8|2 |82 8 |EE3| S || &
> 8 7] — 5 Sy 2 Q =] g' =] z 2 —
T |5|5| B | E| 5|85 35| E|2¥z| 5|28 §
b7 | @ sl [~ Q| Sz|&0| & | EzE| O |[Of | @
Full-time | 4 | 7 5 150 | 34 34 ]2 +
(Daytime)
Total 5 150 | 34 34 82 1

The course program is based on the Higher Education Standard, the 2023 Bachelor's degree
educational program, and the currj

Program’s author

Approved at the staff meeti

ulum.

V. Titova

of the Cybersecurity Department

Minutes from é_/ ﬂf-ﬂoolﬁ_No. o

Head of the Cybersecurity Departmen/; u. Klots

The course program is approved by the Academic Board of the Faculty of Information technologies

Head of the Academic Board /

0.S. Savenko
e

Khmelnytskyi 2023
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SOFTWARE AND DATA SECURITY

Type of Discipline Compulsory

Level of Higher Education First (Bachelor's)
Language of Instruction English

Semester 7

ECTS Credits 5

Course study mode Full-time (Daytime)

Learning outcomes. A student who has successfully completed the study of the discipline must: apply
information technologies for data processing, storage and transmission, as well as methods and means
of ensuring software information security; analyze , select and apply modern achievements of science
and technology to ensure software information security; use operating systems, network technologies,
interface development tools when designing and protecting software.

Content of the academic discipline. Introduction to program and data security. Program and data
protection tools. Cryptographic protection of programs and data. Checking the integrity of programs
and data. Software distribution models. Packers and their differences from archivers. Basic OS
concepts needed to protect software. Software and hardware methods of software protection against
unauthorized copying. Protection of programs from unauthorized research. Protection against
disassembly. Protection of programs by obfuscation. Protection against unauthorized debugging.
Modern technologies of dumping and protection against it.

Prerequisites — software architecture and design
The prerequisites Professional Practice

Planned educational activity : lectures - 34 hours, laboratory classes - 34 hours, independent work —
82 hours; together - 150 hours

Teaching methods : verbal and visual (lectures); practical and partially research (laboratory works);
explanatory and illustrative and research (independent work).

Forms of evaluation of learning results : defense of laboratory work, written control work, final
control measure.

Type of semester control: exam.

Educational resources:

1. Preston, W. C. (2021). Modern Data Protection. (n.p.): O'Reilly Media.386 p.

2. Lenhard, T. H. (2022). Data Security: Technical and Organizational Protection Measures Against
Data Loss and Computer Crime. Springer Fachmedien Wiesbaden.. 113 p.

3. Fundamentals of cryptology: teaching. Manual/ N.O. Shchur, O.A. It rolled. Zhytomyr: Zhytomyr
Polytechnic State University, 2021. 120 p.

4. Introduction to blockchain technology and cryptocurrencies. Part 1: study guide/ L.V. Kovalchuk,
A.M. Kudin, N.V. Kuchynska/ Kyiv: KPI named after Igor Sikorskyi, 2022. 141 p.

5. MOODLE Learning Platform. Access to the resource https://msn.khmnu.edu.ua.
6. University Electronic Library. Access to the resource: http://library.khmnu.edu.ua.

Lecturer : Ph.D., associate professor Titova V.Yu.
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3. EXPLANATORY NOTE

The discipline "Software and data security” is a component of the professional training of
bachelors in the specialty "Software engineering".

The purpose of teaching the academic discipline is to form future specialists' skills and
competencies to ensure the protection of programs and data; development of students' professional
thinking style; provision of deep and solid knowledge on software protection from unauthorized
copying by software and software-hardware methods.

The subject of the discipline is methods and means of software protection; methods and
means of maintaining the integrity, general functionality and reliability of the software.

The task of the discipline is to ensure the acquisition of competencies and the achievement of
program learning outcomes in accordance with the educational and professional training program for
bachelors in the specialty "Software Engineering™:

According to the Standard of higher education and the educational program, the discipline must ensure:
Integral competence

Ability to solve complex, specialised tasks or practical problems in software engineering,
characterised by complexity and uncertainty of conditions, using information technology theories and
methods
competences :

PC6. Ability to analyse, select, and apply methods and tools for ensuring information security

(including cybersecurity).

PC12. Ability to execute the system integration process and apply standards and change

management procedures to maintain the integrity, overall functionality, and reliability of the

software.
learning outcomes:

PLO1 To analyse, purposefully search for, and select the necessary information, reference

resources, and knowledge for solving professional tasks, considering modern scientific and

technical achievements.

PLO4 To know and apply professional standards and other regulatory documents in the field of

software engineering.

PLO18To know and be able to apply information technologies for data processing, storage, and

transmission.

PLO21To understand, analyse, select, and competently use tools to ensure information security

(including cybersecurity) and data integrity relative to applied tasks and created software

systems.

A student who has successfully completed the study of the discipline must: apply information
technologies for data processing, storage and transmission, as well as methods and means of ensuring
software information security; analyze , select and apply modern achievements of science and
technology to ensure software information security; use operating systems, network technologies,
interface development tools when designing and protecting software.

Discipline Policy. The organization of the educational process for the discipline complies with the
requirements of the provisions on organizational and instructional-methodological support of the
educational process, the educational program, and the curriculum. Students are required to attend
lectures, practical classes, laboratory work, etc., according to the schedule, not to be late for classes,
and to complete all tasks and checkpoints according to the schedule. Missed practical classes and
laboratory work must be independently completed by the student in full and reported to the instructor
no later than one week before the next assessment. For practical classes and laboratory work, students
must prepare on the relevant topic and demonstrate active participation. Knowledge acquired by an
individual in the discipline or its specific sections through informal education is credited according to
the Regulation on the procedure for transferring learning outcomes and determining academic
differences at KhNU.
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4. COURSE CREDIT STRUCTURE

Topic name The number of hours allocated to:
lectures laboratory work | independent work
Topic 1. Program and data 14 24 60

protection technologies

Topic 2. Methods of 20 10 22

software protection against
unauthorized copying

Together: 34 34 82

5. COURSE PROGRAM
5.1 Content of the lecture course

Lectur
e
numbe
r

List of lecture topics, their abstract

hours

Topic 1. Program and data protection technologies

Introduction to program and data security

1. Problems of information protection in software systems. Information security
assessment criteria.

2. Types of cybercrimes from the point of view of program and data security.

3. Concept and classification of computer viruses.

4. Software hacking tools. Their classification.

5. Toolkit for detecting vulnerabilities in software code.

Lit.: [2] c. 53-89

Program and data protection tools

1. Authentication, authorization and administration of user actions
2. Means of protecting the contents of files and folders.

3. Means of protecting the contents of local disks.

4. Antiviruses.

5. Inter-network screens (firewalls).

Lit.: [1], c. 13-21, 55-71; [ 2] 53-89, 106-115

Cryptographic protection of programs and data (part 1)

1. Classic encryption methods. Caesar's Cipher. Square of Polybius. Vernam
cipher. Jamming cipher.

2. Stream cryptosystems.

Lit..[3],c.6-26

Cryptographic protection of programs and data (part 2)
1. DES block cryptosystem. Encryption modes.

2. Rijndael encryption standard.

Lit.:[3], c.33-66

Cryptographic protection of programs and data (part 3)

1. Diffie-Hellman key distribution scheme over open channels.
2. RSA public key cryptosystem.

Lit:[3],c.76-86

Cryptographic protection of programs and data (part 4)
1. Hash functions. Basic hashing algorithms.
2. Electronic digital signature. RSA digital signature.
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Lit.: [3], ¢ . 86-105

7 Checking the integrity of programs and data
1. Basic approaches.
2. Integrity check using CRC codes.
Lit:[4],c.231 - 247
Topic 2. Software protection methods against unauthorized copying (NSC)
8 Software distribution models
1. Free software ( Freeware ) .
2. Conditionally free software (Demoware, Trialware , Nagware , etc.) .
3. Commercial software.
Lit.: [5], c. 2 0-30, 47-48
9 Packers and their differences from archivers
1. Overview of modern packers.
2. ldentification of the packaging parameters of the executable file.
Lit.: [5], c. 7-20
10 Basic OS concepts needed to protect software
1. Composition and functions of the operating system.
2. BIOS - Basic input-output system.
3. UEFI is an extensible firmware interface.
4. CMOS - Complementary Metal Oxide Semiconductor
5. Interrupts, their role and application procedure in programs
Lit.: [5], ¢ . 49-53
11 Software and hardware methods of software protection from NSC (part 1)
1. Working with disks at the physical level. BIOS functions for working with
disks. Protection against NSC by the method of binding to the disk.
2. Analysis of CMOS memory content.
3. Registration codes.
4. Hinged protections (protectors).
Lit.: [5], c . 53-64, 78-93, 108-117
12 Software and hardware methods of software protection from NSC (part 2)
1. Hardware keys. Their structure and classification.
2. Protection of programs using a key.
3. Overview and characteristics of known protection keys.
4. "SecretKey" system.
5. Two-factor authentication based on RSA SecurlD technology.
Lit.: [5], c. 119-135
13 Protection of programs from unauthorized research
1. Basic methods and means of program research.
2. Methods of implementing protective mechanisms in software.
3. Structure of programs protected from research.
Lit.: [6],c.6-12
14 Protection against disassembly
1. Necessity and expediency of protection against disassembly.
2. Basic methods of counteracting program disassembly.
3. Code encryption.
4. Manipulation with the EXE header.
Lit.: [6], c. 13-30
15 Protection of programs by obfuscation

1. Concept of obfuscation and its types. Lexical obfuscation. Data obfuscation.
Control flow graph obfuscation.
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2. Analysis of obfuscation efficiency.
3. Known obfuscators and their capabilities.
Lit.: [6], ¢ . 30-53

16

Protection against unauthorized debugging

1. Overview and classification of debuggers.

2. Protection against real mode debuggers.

3. Combating protected mode debuggers.

4. Additional techniques of "sophisticated” programming.
Lit.: [6], c . 65-74

17

Modern technologies of dumping and protection against it

1. The procedure for loading the program and allocating process memory.
2. Access to memory and process list.

3. Obtaining a memory dump of the selected process.

4. Programs for determining the dump and protection against them.

5. Methods of protection against dumping.

Lit.: [6], c . 84-97

Total per semester: 34

5.2 Contents of laboratory works

No
n/p

Topics of laboratory work

Number
of hours

User authorization based on password authentication
Lit.: [2] c. 53-89

4

Logging of user actions in software systems
Lit.: [2] c. 53-89

4

Software protection using the CAPTCHA mechanism
Lit.: [2] c. 53-89

4

Data protection using a digital signature
Lit.: [3] c. 94-95

Data protection using Blockchain technology
Lit.: [7],c. 8-48

File integrity check based on CRC codes
Lit:[4],c.231 - 247

Development of conditionally free software
Lit.: [5], c.47-48

Software protection using an obfuscation mechanism
Lit.: [6], ¢ . 30-53

Final lesson. Control work

Total per semester:

34
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5.3 Content of independent (including individual) work
The volume of independent work on the discipline is 65 hours. It includes processing of lectu

re

material and literature sources, preparation for control work, preparation for performance and

protection of laboratory work. Management of independent work is carried out by the teach
according to the schedule of consultations outside of class time.

er

No Topics of independent work Number of
week hours
1 Elaboration of the theoretical material of lecture #1. 5
2 Preparation for laboratory work No. 1 5
3 Elaboration of the theoretical material of lecture #2. 5
4 Preparation for the defense of laboratory work #1. Preparation for 5

laboratory work No. 2.
5 Elaboration of the theoretical material of lecture #3. 5
6 Preparation for the defense of laboratory work #2. Preparation for 5
laboratory work No. 3.
7 Elaboration of the theoretical material of lecture #4. 5
8 Preparation for the defense of laboratory work #3. Preparation for 5
laboratory work No. 4.
9 Elaboration of the theoretical material of lecture No. 5. 5
10 Preparation for the defense of laboratory work #4. Preparation for 5
laboratory work No. 5.
11 Elaboration of the theoretical material of lecture #6. 5
12 Preparation for the defense of laboratory work No. 5. Preparation for 5
laboratory work No. 6.
13 Elaboration of the theoretical material of lecture #7. 5
14 Preparation for the defense of laboratory work #6. Preparation for 5
laboratory work No. 7.
15 Elaboration of the theoretical material of lecture #8. 4
16 Preparation for the defense of laboratory work #7. Preparation for 4
laboratory work No. 8.
17 Elaboration of the theoretical material of lecture #9. Preparation for the 4
defense of laboratory work #8. Preparation for the test based on the
material covered.
Total per semester: 82

6. TEACHING METHODS

The process of learning in the discipline is based on the use of traditional and modern
methods. In particular, the lectures are conducted by verbal and visual methods accompanied by
presentation materials, laboratory work is conducted using practical and partially research methods,
modern information and computer technologies and have the goal of students acquiring practical
skills to ensure the protection of programs and data; protection of software against unauthorized
copying by software and software-hardware methods.

The teaching methods used in the teaching of the discipline contribute to the development of
soft skills in students: discussion of problematic issues during lectures, public defenses of laboratory
works with the justification of decisions made regarding the choice of methods for solving tasks in
dialogue with the teacher and the group contribute to the formation and improvement of public
speaking skills, empathic listening , advocacy of one's own point of view, introspection and self-
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criticism; adaptability, the ability to use Internet resources and other sources of information,
synthesize and critically interpret information from various sources provided by the specifics of the
discipline; limited time for performing laboratory work and control tasks, clearly defined and
provided in the syllabus deadlines for passing control points and working off debts contribute to the
development of punctuality, the ability to self-organize and manage time (time management).

When studying a discipline, learning results obtained in non-formal education can be credited.
The recognition of learning results obtained in non-formal education is implemented in accordance
with the current legislation and is regulated by the Regulation on the procedure for recognition and
re-enrollment of learning results of students of higher education at KhNU.

7. ASSESSMENT FORMS AND METHODS

Current control is carried out during laboratory classes, as well as on the days of contr
activities established by the work plan of the discipline.
At the same time, the following methods of current control are used:
— protection of laboratory works;
— written control work.

ol

Semester control is conducted in the form of an exam. When deriving the final semester grade,

the results of both the current control and the final control event are taken into account.

Assessment of the student's academic achievements is carried out in accordance with the
"Regulations on control and evaluation of the results of studies of students of higher education at
KhNU". Each type of work in the discipline is evaluated on an institutional four-point scale. The
semester final grade is defined as a weighted average of all types of academic work completed and
passed positively, taking into account the weighting factor. The weighting factors change depending
on the structure of the discipline and the importance of certain types of its work.

The structuring of the discipline by types of work and the assessment of student learning
outcomes by weighting factors

Auditory work

Semester control

. Laboratory work Control work exam
Type of occupation
Topic 1-2 1-2 1-2
Weight factor 0.3 0.3 0.4

Evaluation of laboratory works . The grade given for laboratory work consists of the
following elements: knowledge of theoretical material on the topic; the quality of the report design;
the student's fluency in special terminology and the ability to professionally justify the adopted
constructive decisions; timely protection of laboratory work.

The deadline for the defense of the laboratory work report is considered timely if the student
defended it on the day of completion or at the next class after the completion of the work. The
student must complete the missed class in the department's laboratories by the deadline set by the
teacher, with registration in the department's journal, but no later than two weeks before the end of
theoretical classes in the semester.

The teacher announces the grade for the laboratory work immediately after the defense of
the report and puts it in the electronic journal of the discipline.

Evaluation of control works. The test consists of two theoretical questions. Evaluation is
carried out on a four-point scale.

The grade "excellent” is awarded to a student who gave a complete written answer to the
theoretical questions.

A grade of "good" is given to a student who gave the correct answer to the theoretical
questions, but there are two or three insignificant errors in the answer.
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A "satisfactory™" grade is given to a student who gave a partial answer to the theoretical
questions.

An "unsatisfactory” grade is given to a student who did not answer the theoretical questions.

The teacher puts the grade for the control work in the electronic journal of the discipline no
later than ten days after the control event.

Semester control (exam). The final control measure in the discipline is conducted in the
form of an exam. The examination ticket consists of two theoretical questions and a problem. During
the exam, based on the provided answers and solutions (solutions), the student's level of assimilation
of the subject material is evaluated.

The grade for the final control measure is entered by the teacher in the electronic journal of
the discipline on the day of the exam and is taken into account in the automated mode when
determining the final semester grade of the student in the discipline according to the institutional
scale and the ECTS scale. The student's assimilation of the subject material is assessed according to
the criteria listed in the table.

If a student received a negative grade for a certain type of work, then he must resubmit it in
the established order, but necessarily before the next inspection deadline.

A student who scored a positive weighted average score for the current work and did not pass
the final control measure (exam) is considered to have failed.

The final semester grade according to the institutional scale and the ECTS scale is set in an
automated mode after the teacher enters all the grades into the electronic journal.

Correlation of the domestic evaluation scale and the ECTS evaluation scale
Evaluat| Institutional

ion of interval Institutional assessment, assessment criteria
ECTS |scale of points
A 475500 5 Excellent - deep and complete mastery of the basic material

and identification of relevant skills and abilities
Good - complete knowledge of the educational material

B 4.25-4.74 4 . !
with a few minor errors
Good - a generally correct answer with two or three
C 3.75-4.24 4 significant errors
D 395 374 5 | Satisfactory - incomplete mastery of the software material,
' ' but sufficient for practical activity in the profession
E 3.00-3.24 3 Satisfactory - incomplete mastery of the program material

that meets the minimum evaluation criteria

Unsatisfactory — the unsystematic nature of the acquired
FX 2.00-2.99 2 | knowledge and the impossibility of continuing education
without additional knowledge of the discipline
Unsatisfactory - serious further work and re-study of the
discipline is necessary

F 0.00-1.99 2

8. QUESTIONS FOR STUDENTS’ SELF-CONTROL

Problems of information protection in software systems.

Information security assessment criteria.

Types of cybercrimes from the point of view of software and data security.
Concept and classification of computer viruses.

Software hacking tools. Their classification.

Toolkit for detecting vulnerabilities in software code.

Authentication, authorization and administration of user actions

File and folder content protection tools.

Means for protecting the contents of local drives.

CoNoR~wWNE

26



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.

Antiviruses.

Inter-network screens (firewalls).

Caesar's Cipher.

Square of Polybius.

Vernam cipher.

Jamming cipher.

Stream cryptosystems.

DES block cryptosystem. Encryption modes.

Rijndael encryption standard.

Diffie-Hellman key distribution scheme over open channels.
RSA public key cryptosystem.

Hash functions. Basic hashing algorithms.

Electronic digital signature. RSA digital signature.

Basic approaches to checking the integrity of programs and data.
Integrity check using CRC codes.

Software distribution models.

Free software (Freeware).

Conditionally free software (Demoware, Trialware, Nagware, etc.).
Commercial software.

Packers and their differences from archivers

Overview of modern packers.

Identification of the packaging parameters of the executable file.
Composition and functions of the operating system.

BIOS - Basic Input-Output System.

UEFI is an extensible firmware interface.

CMOS - Complementary Metal Oxide Semiconductor
Interrupts, their role and application procedure in programs

Working with disks at the physical level. BIOS functions for working with disks. Protection

against NSC by the method of binding to the disk.

Analysis of the contents of CMOS memory for protection against NSC.
Registration codes as protection against NSC.

Hinged protections (protectors).

Hardware keys. Their structure and classification.

Protecting programs with a key.

Overview and characteristics of known protection keys.

"SecretKey" system.

Two-factor authentication based on RSA SecurlD technology.

Basic methods and means of program research.

Methods of implementing protective mechanisms against unauthorized research in software.

Structure of programs protected from research.

Necessity and expediency of protection against disassembly.
Basic methods of combating program disassembly.

Code encryption as protection against disassembly
Manipulation of the EXE header as protection against disassembly.
Concept of obfuscation and its types.

Lexical obfuscation.

Data obfuscation.

Control flow graph obfuscation.

Analysis of obfuscation efficiency.

Known obfuscators and their capabilities.

Overview and classification of debuggers.

Protection against real-mode debuggers.

Fighting protected mode debuggers.
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62. Additional techniques of "sophisticated" programming.

63. The order of program loading and process memory allocation.
64. Access memory and process list.

65. Obtaining a memory dump of the selected process.

66. Programs for dump detection and protection against them.

67. Methods of protection against dumping.

9. TEACHING AND LEARNING MATERIALS
The educational process of the discipline is fully and in sufficient quantity provided with the
necessary educational and methodical literature, which is placed in the MOODLE modular
environment.

10. RECOMMENDED BOOKS
Main

1. besmneka mporpam Ta gaHux: HaByanbHUi mocionuk/ B. 1. 'opbenko, A.O. JlicHsk. 3anmopixxxs:
3HY, 2022. 72 c.

2. OcHoBu iH(popMamiitHOi 6e3neku : HaBY. nmociOHNK/ B. b. Bumms, O. C. I'aBpum, E. B. Prxkos.
Huinpo: J{Hinpor. aep:x. yH-T BHyTpiml. cripas, 2020. 128 c.

3. OcnoBu kpuntoiorii: Had. [Tociorukx/ H.O. Illyp, O.A. Ilokotumo. Kuromup: JlepskaBHui
yHiBepcuteT « Kurtomupcrka nonitextikay, 2021. 120 c.

4. Teopis iHpopmamii i KogyBaHHS: Kypc Jeknii: HaBd. moci6./ A.€.Kosanenko. Kuis : KIII im.
Irops Cikopcbkoro, 2020. 248 c.

5. 3axuct mporpamHoro 3a0e3nedenHs. Yactuna 1: HaBuanbHuii mociouk/B. A. Kammyn, O. B.
A.B. lynarbes, B. I1. Cemepenko B.I1. Binaunsg: BHTY, 2017. 140 c.

6. 3axuct mporpamHoro 3abesnedeHHs. Yactuna 2: HaBuanbHui nociOHuk/B. A. Kammyn, O. B.
Hmutpumns, FO. B. bapumes. Binauus: BHTY, 2017. 105 c.

7. Beryn nmo TexHosorii Ojok4eldH Ta KpunToBamoT. YactuHa 1: HaBYaIbHUH MOCIOHHK/
JI.B.KoBanbuyk, A.M.Kynin, H.B. Kyunncska/ Kuis: KIII im. Iropst Cikopcskoro, 2022. 141 c.

Additional

8. UYetmepikoB [. O., Iletpenko A. I. Texnonoris Blockchain B cuctemi 3axucty indopmariii/
MopentoBanHsa Ta iHGOpPM. cuCTeMH B €KOHOMImi: 30. Hayk. mpams/ Biam. pen. O. €.
Kamincpkuit. 2020. Ne 99.1. C. 162-170.

9. Kopnara {.1., I'epacumenko O.10., bazaka FO.A., bazaniit M.IO., Myxim O.B. Method of
Protecting Software Code from Reengineering Using Virtual Machines. Sciences of Europe, 2020. No
58. C. 59-62.

10. Kopnara .1, bazaka IO.A., bazanmit M.IO. 3axuct mnporpamHOro 3a0e3neuyeHHs 3a
JI0TIOMOT 010 3aIuTyTytounx neperBopeHs. The scientific heritage, 2020. Ne 54. C. 72-75.
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