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OPT'AHIBAIIA KOMIPIOTEPHUX MEPEX

Tun gucuumIiHn O00B’s13K0Ba

PiBeHb BHIIIOI OCBiTH [Tepmmii (OakaaBpChKuii)
MoBa BUKJIAJaHHA VYkpainceka, AHTTiCbKa
Cemectp YETBEPTUM

O6csar kpeaurtiB EKTC 8

®opma 3100yTTH OCBIiTH OuHa(neHHa)

Pesynomamu naguannsa. CTyACHT, SKUI YCIIIIHO 3aBEPIINB BUBYCHHS IUCIUIUTIHH, Ma€: aHAIII3yBaTH,
LUJIECIIPSIMOBAHO IIyKaTH 1 BUOMpaTH HEOOX1AH1 AJ1s BUpIIIeHHs MpodeciiHuX 3aBaaHb iH(GopMaIliiHo-
JIOBITHUKOBI PECYPCH 1 3HaHHS 3 YpaxyBaHHSAM Cy4YacHUX JOCSITHEHb HAYKH 1 TEXHIKH. 3HATU Ta BMITH
3aCTOCOBYBaTH iH(MOpMaIliliHi TeXHOJ0Tii 00poOKH, 30epiranHs Ta epeaadi JaHuX. 3HaTH, aHATI3yBaTH,
BUOMpaTH, KBaTi(PiKOBaHO 3aCTOCOBYBATH 3aco0U 3a0e3mneueHHs iH(popMaliifHO1 6e3neKH (B TOMY YHCIi
KibepOe3neKn) 1 MUIICHOCTI JaHUX BIAMOBIIHO 70 PO3B'A3yBaHUX MPUKIIATHUX 3aB/IaHb Ta CTBOPIOBAHUX
MPOTPaAMHUX CHCTEM. 3acmocosyéamu METOIN TMPOECKTYBAaHHS MEpEX Ta HANAIITYBaHHS MEPEKEBOTO
oOJiaiHaHHS, MEPEXKEB1 OIepalliifHl CUCTEMH; aHali3ysamu, suOUpamu i 3acmocosysamu apxiTeKTypu
KOMIT'IOTEpiB, KOMIT IOTEPHUX CHCTEM, AapxXiTeKTypH MepeX Ipu MPOEKTyBaHHI Ta po3pooii
MPOrPaMHOTO  3a0€3MEUEHHS; BUKOpUCMO8Y6amu OMEpaliiiHl CHUCTEMH, MEpexeBl TEeXHOJOTI,
KOMIT FOTEpHI CUCTEMH TP po3pooii Ta ekcruryaranii [13.

Ilpepexeizumu — ®i3uka, AHaI3 BUMOT Ta SAKICTb HPOTPAMHOTO 3a0e3MeueHHs
Kopexgizumu — JlronuHo-ManyHHa B3a€MOIS.

3MicT HABYAJIBHOI )mcum[.m}m Beryn no mepex. CeMleBHeBa mozens OSI. Mepexesi TIIPOTOKOJIH.
[IpoTokoMM KaHaIBHOTO plBHﬂ IIporokomn mepexeBoro piBHSL. HIporokonn TpaHCIIOPTHOIrO piBHSI.
IIpoTokonu ceaHcoBoro piBHA. [IpoTokonu piBHSA TPE/ICTABIICHb 1 IpUKIAIHI. KOMyTaTopH.
Mapuipyrusaropu. besaporose obianHaHHs. 3aC00H MOHITOPHHIY MEPEX. APXITEKTypa KOMII OTEPIB.
Kowmm’torepHi cucremu. MepexkeBi onepariiifai CHCTeMH.

3amiaHoBaHa HABYAJbHA JisJIBHICTH: Jekiii — 36 ro., 1abopaTopHi 3aHATTS — 54 TO/1., caMoCTiliHa
po6ota — 150 rox.; pazom — 240 rog.

@®opmu (MeTOAM) HABYAHHS: CJIOBECHI Ta HAOYHI (JIeKWiT); MpaKTHYHI T4 YaCTKOBO-IOLIYKOBI
(mabopatopHi poOOTH); TOSCHIOBAILHO-LUTIOCTPATHBHI Ta JOCTIAHHIIbKI (caMOCTiifHa po0oTa).

®opMH OLIHIOBAHHSA Pe3yJbTATIB HABYAHHS: 3aXMCT JJAOOPaTOPHUX POOIT, MUCHMOBA KOHTPOJIbHA
po0oTa, MiJICYMKOBHI KOHTPOJIbHUM 3axX1.

®opma ceMeCTPOBOr0 KOHTPOJIIO: iCIIUT.

HaguaabHi pecypcu:

1. MartBienko M.II. ApxitekTypa komn totepiB: HaBuanbuuii nocionuk / Matsienko M.II., Pozen B.I1.,
3axnmanuuit O.M. — K.: Jlipa-K, 2019. — 264 c

2. Jim Ledin. Modern Computer Architecture and Organization / Packt Publishing, 2022. — 560 c.

3. Scott Russell. Computer Networking / Stefano Cardinale, 2021 — 360.

4. 3anepeiiko O. B. Komn’torepni Mepexi [EnextponHuii pecypc] : HaBuanbHui moci6Huk / O. B.
3anepeiiko, H. 1. JlorinoBa, A. A. TomokHoB. — Ogpeca, 2022. — 249 c. — Pexum poctymy:
https://hdl.handle.net/11300/19423. — Ha3Ba 3 TUTYJI. €KpaHa.

5. CCNAvV7:  Introduction to  Networks [Enexkrponnuit  pecypc] Pexum  goctymy:

https://Ims.netacad.com/course/view.php?id=2144705 — Has3Ba 3 ekpaHa

. Monynsre cepenosuie st Hapuanass MOODLE. Jloctyn mo pecypey: https://msn.khmnu.edu.ua.

. Enextponna 6i6mioteka yHiBepcutery. Jloctym g0 pecypey: https://lib.khmnu.edu.ua
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3. HOSICHIOBAJIBHA 3AIINCKA
Hucrtummina «OpraHizaiiiss KOMIT'IOTEPHUX MEpeX» € OJHIEI 13  TUCHUIUIIH TNpodeciiHol
MiATOTOBKY 1 3aliMae MpOBiJHE MicCIle y MIATOTOBII (haxiBIiB OCBITHHOTO piBHS "OakanaBp” 3a OCBITHBO-
npodeciiiHoro mporpamoro "[HxeHepis MporpaMHOTO 3a0e3NeYeHHS .
Ilpepexeizumu — ®i3uka, AHai3 BUMOT Ta AKICTb IPOTPaMHOT0 3a0e3MeueHHs
Kopekeizumu — JIroquHO-MaIllInHHA B3a€MOTI.

MeTo10 BUKJIAJaHHS HAaBYAIBHOI TUCIUILTIHA € (OPMYBaHHS Y MaOyTHIX CIIEIIaIICTIB YMiHb
Ta KOMIICTCHII g e(QEeKTHBHOIO BHUKOPHCTAHHS AapXITEKTYpH KOMII IOTEpiB, OCOOJIMBOCTEH
KOMIT FOTEPHHUX CHCTEM Ta 1X OmepariiHuX CUCTEM, KOMIT FOTEPHHIX MEPEXK JJIsi pO3pOOKH ITPOTrPAMHOTO
3a0e3neueHHs.

IpexmeroM IMCHMILIIHM € OCHOBH MOOYIOBH Ta 06CJ‘I}’FOBYBaHH$I KOMH’IOTepHI/IX MEPEK,
HAJIAIITYBAHHA MEPEIKEBOrO oOJjasiHaHHA, apXiTeKTypa KOMII'IOTEpIB Ta KOMII IOTEPHUX CHUCTEM,
MEpeXKeBi omeparliifHi CHCTEMH.

3aBAaHHAM JMCUMIUIIHM € 3a0e3neuuTH HaOyTTd KOMIIETEHTHOCTEH Ta JOCSTHEHHS
MPOTpaMHUX Pe3yJIbTAaTiB HABYAHHS BIAMOBITHO JI0 OCBITHRO-MPO(dECIHOI MporpaMu IMiJArOTOBKH
OakasaBpiB 31 crierianbHOCTI «[HXEHEpist MPOrpaMHOTro 3a0e3MEeUSHHS.

BignoBigao no Cmanoapmy euwioi oceéimu 13 Ta OCBITHBOI NPOrpaMH JTUCHHUILIIIHA CIPHSIE
320€3MEYCHHIO:

KomMnemeHmHuocmelii.

®K6. 3pmaTHICTh aHaNi3yBaTH, BHOWMpATH 1 3aCTOCOBYBAaTH METOMW 1 3aco0u Ui 3a0e3redeHHS
iH(popMaliiiHOT Oe3meku (B ToMy YHcii KibepOe3nekn).

@®K12. 3parHicTh 31MCHIOBATH MPOLIEC IHTErpalii CUCTEeMH, 3aCTOCOBYBATH CTAaHIAPTH 1 MPOLEIYPH
yOpaBIiHHSA 3MIHAMH s MIATPUMKH IUTICHOCTI, 3arajibHOl (YHKIIOHANBHOCTI 1 HaAIMHOCTI
MIPOrPaMHOTO 3a0€3ICUCHHS.

npozpamuux pesyarvmamie nHaeuannsa. 1IPH1. AnamizyBaru, HijecnpsMOBaHO IIyKaTH 1 BUOUpATH
HEOoOXigHI Juid BUpimeHHs npodeciiiHuX 3aBaaHb iH(OpPMAIitHO-TOBIAHUKOBI pecypcH 1 3HAHHS 3
ypaxyBaHHSAM Cy4aCHUX JOCSITHEHb HAYKH 1 TEXHIKH.

[TPH18. 3natu Ta BMITH 3acTOCOBYBaTH iH(opMaliitHi TexHonorii o0poOKku, 30epiranHs Ta mepenadi
TaHUX.

[IPH21. 3naru, anamizyBaTu, BHOMpATH, KBali()iKOBAaHO 3aCTOCOBYBAaTH 3aco0M 3a0e3leueHHS
iH(popMaliiiHOT Oe3reku (B TOMY YHCIi KibepOe3nekn) 1 HITICHOCTI IaHuX BIAMOBIAHO 10 PO3B'SI3yBaHUX
MIPUKIIQJHUX 3aBJIaHb T4 CTBOPIOBAHUX MPOTPAMHHX CHCTEM.

Pe3ynomamu nasuannsa. CTyJeHT, IKAN YCIIIITHO 3aBEPIINB BUBYCHHS JUCIHUILTIHU, Ma€: aHalli3yBaTH,
LIJIECTIPSIMOBAHO LIYKaTH 1 BUOMpaTH HEOOX1AH1 /171sl BUpPILIEHHS podeciiHuX 3aBAaHb 1HQOpMaIliiiHO-
JIOBITHUKOBI PECYPCH 1 3HaHHS 3 YpaxXyBaHHSAM CYyYaCHUX JOCSITHEHb HAYKM 1 TEXHIKU. 3HATU Ta BMITH
3aCTOCOBYBaTH iH(MOpMaIliiiHi TeXHOJ0Tii 00poOKH, 30epiranHs Ta epeaadi JaHuX. 3HATH, aHATI3yBaTH,
BHUOMpaTH, KBalTi(piKOBaHO 3aCTOCOBYBATH 3aco0U 3abe3mneueHHs iH(popMaliiHoi 6e3neKH (B TOMY YHCII
Ki0epOe3neKn) 1 HUTICHOCTI IaHuX BiAMOBIAHO A0 pPO3B'sI3yBaHUX MPUKIIAJHUX 3aB/IaHb Ta CTBOPIOBAHUX
MPOTPaMHUX CUCTEM. 3acmocogyséamu METOAH TPOEKTYBaHHS MEPEXK Ta HaJalllTyBaHHS MEPEKEBOTO
oOJaiHaHHsI, MEPEKEB1 OTEpalliifHi CUCTEMH;, aHAli3y8amu, sUOUpamu 1 3acmocosysamu apxiTeKTypu
KOMIT'IOTEpiB, KOMIT'IOTEPHUX CHCTEM, AapxXIiTeKTypH MepeX Ipu MPOEKTyBaHHI Ta po3poOli
MPOTPaMHOTO  3a0€3MEUCHHSI, BUKOpUCMO8Y8amy  OTEpalliiiHl CHUCTEMH, MEpPEeXeBl TEXHOJIOTII,
KOMIT'IOTE€pHI CUCTEMH TpH po3poOii Ta ekcrutyatarii [13.

Ilonimuka Oucyunninu OpraHizalis OCBITHBOTO TMpoOIeCy 3 JUCHMIUIIHM BIANOBIAa€ BUMOIaM
MOJIOKEHb PO OpraHizalliifHe i HaBYaJIbHO-METOAUYHE 3a0€3MEeYeHHS] OCBITHHOTO MPOIIECY, OCBITHIN
nporpami Ta HaB4YaJbHOMY I1aHy. CTyAeHT 3000B’s3aHUN BIiABITYyBaTH JICKIIIi, MPAaKTHUYHI 3aHSTTS,
nmabopaTopHi poOOTH, TOIIO, 3TAHO 3 PO3KJIAJAOM, HE 3ali3HIOBATHUCS HA 3aHATTS, BUKOHYBATH YCI
3aBJIaHHsI Ta KOHTPOJIbHI TOUKH BiAMOBIAHO 110 rpadika. [IpomyieHi npakTHyHi 3aHATTA 1 1a00paTOpHi
poOOTH CTyIEeHT 3000B’sI3aHUI OMpALIOBaTH CaMOCTIMHO y TIOBHOMY o0cs3i 1 Bi)ISBiTyBaTI/I nepen
BHKJIaJ]aueM He Mi3HiIIe, HiX 32 THXKICHb 10 4eproBoi arecrartii. /lo mpakTHYHUX 3aHATH 1 1a00paTOPHUX
pOOIT CTYJEHT Ma€ MiArOTyBaTHUCS 3a BIAMOBITHOI TEMOIO 1 TPOSABIIATH AKTUBHICTb. Ha6yTT1 0coboro
3HaHHS 3 TUCIHILTIHA a00 i1 OKpeMHX pO3aiTiB Y HeopMalbHI OCBITI 3apaXOBYIOTHCS BiIIOBITHO 110
[TonoxkeHHs PO MOPSAIOK Mepe3apaxyBaHHs Pe3yabTaTiB HABYAHHS Ta BU3HAUCHHS aKaJIeMiuyHOT Pi3HUII
y XHY.



4. CTPYKTYPA 3AJIIKOBUX KPEJUTIB JUCIUIIJITHU

Ha3Ba Tremn

KinpKkicTh roauH BiABeIeHHUX HA:

Jekuii | JgadopaTopHi podoTu caMoCTiiiHy po0oTy
Tema 1. ApxXiTeKTypa KOMIT IOTEpiB 4 6 18
Tewma 2. Komn'toTrepHi cuctemu 4 6 18
Tema 3. Komm'roTepHi Mepexi 24 30 96
Tema 4. Mepexeri OC 4 12 18
Pa3zom: 36 54 150




5. MPOT'PAMA HABYAJIbHOI JUCIUILIIHA

5.1 3micT JekuiiiHOro Kypcy

Homep IepeJtik Tem Jiekuiii, ix aHoTanis I'ogunn
JeKIil
Tema 1. ApxiTekTypa KOMII'10TEpPiB

1 IHoHsiTTS apXiTeKTYpHu KOoMI'10Tepa. 2
Opranizamist  3B'S3KIB  MDK ~ (YHKIIOHaJIBbHMMHU  BY3JaMH  KOMIT'FOTEpA.
Oco06MBOCTI apXiTEeKTypu KOMITHOTEpiB. PeectpoBa kem — nam'stb. OCHOBHA
nam'ste. OnepatuBHU 3amam’ sitoByrounii mpuctpiid (O3I1). JIit.: [3] C. 65-160;

[6] C.57-76

2 3aco0m 3axHMCTy mporpaM Ta JaHuX 2
BucokonpoaykTuBHI, TapajiejbHi, pO3MOJUICHI, MOOUIbHI Ta BeO-0a30BaHi
KOMIT'IOTEpH, XMapHi, 3eJeHi, Oe3NedHi, aBTOHOMHI, aJalnTUBHI Ta
IHTENIEeKTyajIbHI MporpaMHo-TexHivHi 3acoowm. JIiT.: [1], ¢. 13-21, 55-71; [2] c. 53-

89, 106-115
Tema 2. Komn'oTepHi cucremu

3 OCHOBHi NOHATTA NPO KOMII'KOTEPHi CHCTEMH. 2
Komm’roTepHi cucremMu Ta mapajienbHa o0poOka iHpopmarii. ApxiTekTypa
obunciroBasibHuX cucteM. Kimacudikarist KC.

4 TomoJsorii KOMII’OTEPHUX CHCTEM. 2
MeTomu ONMUCy XapaKTePUCTHK MEPEKECHUX 3’e€qHaHbh CTaTWyHI Ta JUHAMIYHI
TOTMOJIOTII.

Tema 3. Komn'torepHi Mepexi

5 Beryn g0 wmepexk. Ictopis BunukHeHHs. OcHoBI Tomojorii Mepexese 2
obmagHanss. JIiT. [1 ¢.33-109;2 ¢.21-51;3 c.1-41;4 ¢.25-29]

6 Mopaeni mepexi. [TepenymoBu noOymnosu mozeneii. CemupiBaeBa mojenb OSI. 2
Mogens TCP/IP. Jlit. [1 ¢.163-218; 2 ¢.125-171; 3 ¢.127-157]

7 Mepe:xeBi nporokosm. [Iporokonu ¢izngnoro piBas. [IpoTOKOIM KaHATBHOTO 2
piBus. IIpotokonu wmepexeBoro piBHs. [IpoTokonu TpaHCHOPTHOrO piBHS.
[Tporoxonu ceancoBoro piBHA. [IpoTokonn piBHS NpeICTaBICHb 1 MPUKIIAIHI.

Jlit. [1 ¢.279-302; 2 ¢.339-361; 3 ¢.625-649]

8 IP ta MAC aapecu. [Ipusznauenns. Turmmu IP anpec. Anpeca mepexi. Anpeca 2
xocta. Macka. OcobnuBocTti BukopuctanHs IP ta MAC anpec. JIit. [1 ¢.249-
279; 2 ¢.172-187; 3 ¢.192-203]

9 IP-agpecauis. Po3ourTs IP-mepe:ki Ha migmepexi
MepexeBa 1 By3noBa yactunu [Pv4 a agpecu. OgHoanpecHa, IMpoOKOMOBHA Ta
GararoasnpecHa nepenava. [ly6miuni Ta mpuatHi IPv4 — anpecu. 3acrapina
KJlacoBa ajpecarlis, ii oOMmexxeHHs. besknacoBa agpecaris. [lpucBoeHHs
IP - anpec. Ilorpeba B IPv6. IlpencraBnenus IPv6. Po3ourrs mepexi Ha
MiIMEepexKi.

JIit.: [3,6]

10 IIporoxoa BusHauenHs aapec (ARP). Oynkuii ARP. [Tpunuunu pobotu ARP. 2
Posns ARP B mpoueci BiganeHoro oOMiHy gaHnumu. Bunanenns 3amucis ARP.
Ta6mumi ARP Ha MepexeBux npuctposx. [Ipoonemu ARP. JIir. [1 ¢.1275-1301;

2 ¢.759-800]
11 IIporokon NAT. 3araneui npunuunu podotu NAT. OcHOBHI BU3Ha4YeHHS. 2

Cratnune mneperBopeHHst (cratmunuii NAT). JluHamiuHe mepeTBOPEHHS
(muHamivamii NAT). TleperBopenns aapec noptiB (PAT). JIiT. [1 ¢.99-102; 2
c.111-125; 3 ¢.107-125]




12

Komyraropu. Tunm Ta mnpusHaueHHs komyTtartopiB. Komyraropu L2.
Komytatopu L3. JIit. [1 ¢.99-102; 2 ¢.111-125; 3 ¢.107-125]

13

Mapumpyruszaropu. [Ipuanunu mapmpytu3aiii. Tabmumi mapmpyTtuzaiii B IP-
mepexax. [Ipuznauens noiis Tabnuii MapmpyTtusanii. xkepena i Tumnm 3anucis
y tabmuii mapmpyrusarii. Jlir. [1 ¢.379-388; 2 ¢.84-91; 3 ¢.76-86]

14

IIpoekTyBaHHf BipTyaJabHUX JOKAJLHUX MEPeExK

[Tpu3HaueHHs 1 mepeBaru BIpTyalbHHUX JIOKAJIbHUX MepexX. TeryBaHHS KaJapiB
Ethernet mst inenTudikarii mepexxi VLAN. ianazonn VLAN Ha koMmyTaropax.
CtBOpeHHsI BipTyasibHOI JIoKaJIbHOI Mepexi. [Iporokon DTP. IlpoGnemaruka
VLAN. Jlit.: [3]

15

CnucK#M KOHTPOJIIO 10CTYILY

BusnaueHHs Ta 3aBJaHHS CHUCKIB KOHTPOJIO Aoctymy. CeaHc 3B’ 43Ky Ta 0OMiH
nanumMu 1o mpotokosry TCP. CrammapthHi 1 posmmpeHi ACL-crimckw.
Haxnanennst mabnonHoi Macku. Pexomennanii 3 Bukopucranas ACL-cimckiB.
HanamryBannas cranmaptHux ACL-cnuckiB. Bukopucranas ACL-cnucky mis

ynpasminasa goctynoM a0 VTY. CtBopenns posmmpernx ACL-cnuckis.
Jlit.: [3,6]

16

OSPF mapumipyrusaunis

Po3Butok Ta xapakrepuctuku nporokosny OSPF. KommnoHeHTH Ta npUHIMI
podoru mnpotokormy OSPF. OSPF nns onniel Ta aekiibkox oOiacTeit.
Iakancynsmis ta Tanu naketie OSPF. BcTtaHOBIIEHHST CTOCYHKIB CyMIKHOCTI 3
cycinuiMu npuctposmu. Cunxponizanisa 6a3 ganux OSPF.

JIiT.: [6]

Tema 4. Mepexesi OC

17

ITonsaTTs Oonepauiiinoi cucremMu.

1. [Tpu3naueHnHs Ta GyHKIII.

2. Knacudikarrist Ccy49acHUX OTNEPAIlifHIX CHCTEM.

3. ApxiTeKkTypHi 0COOIHUBOCTI OYA0BU CydyaCHUX OMNEpaIliiHUX CUCTEM.

4. Onepaniitai cuctemn Windows, Unix i Linux - apxitekrypa Ta
MOPIBHSJILHUN aHaJIi3.

Jlit.: [1] ¢.59-78 [5] ¢.8-35,123-144 [7] ¢.5-12, 21-26, [9] ¢.7-17 [10] c.13-28

18

DaiiyI0Bi CHCTEMH ONepaniiHUX CHCTEM

1. ®aiinosi cuctremu FAT, NTFS

2. Apxitekrypa ¢aitnosoi cucremu EFS

3. daiinosi cuctemu exFAT, Ext4, BtrFS, ReiserFS, XFS, JFS

Jlit.: [1] ¢.474-506 [5] ¢.105-121[7] ¢.29-33 [9] ¢.186-219 [10] c.35-59

Pa3om 3a CEMECTP:

36

5.2 3mict 1aGopaTopHux podit

Temu saboparopHux podit

KinpkicTh
roINH

BuBuenHs 6y,HOBI/I IMEPCOHAJILHOT'O KOMH’I-OTepa Ta CEpBCPa

4

BceranosnenHns ta HasnamryBadHsg BM ta OC.

OO6nasHaHHS KOMI'TOTEPHUX MEPEX

ba3oBe HanamTyBaHHs MapuIpyTU3aTopa

HanamryBanss Touku fgoctyny ta wi-fi poyrepa

HanamryBanss mpaBui inbtpariii Tpadiky

MapupyTtuszauis Tpadiky

HaHaI_HTy'BaHHH CUCTCM PC3CPBYBAHHSA JAHUX.

OO N |OT|R~|WIN

[TincymkoBe 3ansaTTsa. KonTposbHa poboTa

NI

Pa3om 3a cemectp:

w
N

* 3a yMCeJILHUKOM / 32 3HAMEHHHUKOM (PO3PaxyHOK 3/1iCHIOETHCS BiJIIOBITHO /10 PO3KIIAY 3aHSTh)




5.3 3micTt camocTiiiHoi (y T.4. iHAUBiAyaIbHOT) po6OTH
0O6’eMm caMOCTIHHOI PoOOTH 3 AUCHUIUTIHU cTaHOBUTH 150 roawH. Bin BKIIfO4Yae ompairoBaHHs
JEKIIITHOTO MaTepiay Ta JITepaTypHUX JKEpe, MiArOTOBKY 10 KOHTPOJIbHOT pOOOTH, MiATOTOBKY /10
BHKOHAHHS Ta 3aXUCTy JabopaTopHUX poOiT. KepiBHUIITBO CaMOCTIiTHOIO pOoOOTOI0 3A1MCHIOE BUKITa1a4d
3TiAHO 3 PO3KJIAI0M KOHCYJIBTAIlH B M03aypOYHHH Yac.

Ne Temu camocriiiHol po6oTn KiabkicTn
THKHS TOJNH
1 OmnpairroBaHHs TEOPETUYHOTO MaTepiany jekmii Nel. 5
2 [TinroroBka 10 BUKOHaHHs 1abopaTopHOi podotn Nel 5
3 OmnpairroBaHHs TEOPETUYHOTO MaTepiay Jekuii Ne2. 5
4 [TinroroBka m0 3axucrty JiaboparopHoi podoru Nel. IligroroBka mo 5

BHUKOHAaHHs J1abopaTopHOi poboTH Ne2.
5 OmnpalfroBaHHsl TCOPETUYHOTO MaTepiary JIeKIti Ne3. 5
6 [TinroToBka mo 3axucty naboparopHoi pobotu Ne2. Ilingroroska mo 5
BHKOHaHHs 1abopaTopHOi poboTn Ne3.
7 OmnpalfroBaHHsl TCOPETUYHOTO MaTepiary JIeKIii Ne4, 5
8 [TinroToBka mo 3axucty yabopatopHoi pobGotu Ne3. IligroroBka 0 5
BHUKOHaHHs 1abopaTopHoi podoTu Ne4.
9 OnpairoBaHHs TEOPETUYHOTO MaTepiary JeKIrii Ne5. 5
10 [TinroToBka nmo 3axucty naboparopHoi pobotu Ned. IliarotoBka mo 5
BHKOHaHHS J1abopaTopHOoi po6oTu NoS.
11 OmnpairoBaHHs TEOPETUYHOTO MaTepiany JeKiii Neb. 5
12 [TinroToBka mo 3axmcty naboparopHoi pobotu Ne5. IliaroroBka 1o 5
BHUKOHaHHs 1abopaTopHoi poOoTH Neb.
13 OmnpairoBaHHs TEOPETUYHOTO MaTepiany Jekiii Ne7. 5
14 [TinroToBka 10 3axucty naboparopHoi podbotu Ne6. IliaroroBka o 5
BHUKOHaHHs 1abopaTopHoi podoTu Ne7.
15 OmnpairroBaHHs TEOPETUYHOTO MaTepiaiy jekii Ne§. 4
16 [TinroToBka n0 3axucty naboparopuoi pobotu Ne7.  IliarotoBka mo 4
BHKOHaHHS J1abopaTopHOoi po6oTu Ne§.
17 OmnpaitoBanHs. TeopeTHuHoro matepiany Jjekmii Ne9. IligroroBka o 4
3axucty J1aboparopHoi podoTu Ne8. ITigroroBka 10 KOHTPOIHHOI pOOOTH
3a MPOWICHUM MaTepiaiom.
Pa3om 3a cemecTp: 82

* Tlpu nlaHyBaHHI JIEKLIH 32 YMCETbHUKOM/3a 3HAMEHHUKOM (PO3pPaxyHOK 3/1iHCHIOETHCS BIINOBIIHO J0 PO3KJIay 3aHSTh)



6. METOJAU HABYAHHS

[Iporiec HaBYaHHS 3 MUCHUILTIHUA IPYHTYETHCS Ha BHKOPUCTAHHI TPAJHUIIIMHUX Ta Cyd4acHHX
METOJIB. 30Kpema, JeKIii MPOBOASTHCS CIOBECHUMH Ta HAOYHUMU METOJaMU 3 CYIPOBOJOM
Mpe3CHTAIllTHIMHU MaTepiaiaMu, 1a00opaTopHi poOOTH MPOBOASTHCS 3 BUKOPUCTAHHSM MPAKTHYHHUX Ta
YaCTKOBO-TIOITYKOBUX METOJIB, Cy4acCHHUX 1H(OpMAaIIHHO-KOMIT FOTEPHUX TEXHOJOTIA 1 MalTh 3a
METy — Ha0yTTS CTYICHTaMH NMPAKTUYHUX HABUYOK 3a0€3MeUeHHS 3aXUCTY MMPOrpaM Ta IaHUX; 3aXUCTY
I13 Bijg HECAaHKI[IOHOBAHOT'O KOIIFOBAHHS IIPOTPAMHUMH Ta MPOTPaMHO-allapaTHUMU METO/IaMHU.

7. ©°OPMHU 1 METOJIHU OLHIHIOBAHHS PE3YJIBTATIB HABUAHHA

3acToCcOBYBaHI NpPM BUKJIAJaHHI AMCUUIUIIHA METOAM HABYAHHS CIPHUSIOTH PO3BUTKY Y
CTyJIeHTIB HaBUYOK soft skills: oOroBopeHHs MpoOIeMHUX TUTaHBb IIi]] Yac JEKIIH, MTPUITIOAH] 3aXUCTH
JabopaTOpHHUX POOIT 3 OOTPYHTYBAHHSAM MPUHHATUX PIllIEHB 11010 BUOOPY METO/IIB PIllICHHS 3aB/IaHb
B Jiayio3i 3 BUKJIAJaueM 1 TPYyNoO0 CHPUSAIOTH (JOPMYBAHHIO 1 YAOCKOHAJICHHIO BMiHb ITyOJIYHUX
BUCTYIIIB, EMIIATUYHOTO CITyXaHHs, BiJICTOFOBaHHS BJIACHOI TOUKH 30Dy, CAMOAHANI3Y 1 CAMOKPHTUKH;
a/IaliTOBaHICTh, BMIHHA KOPHCTYBATHUCS IHTEPHET-pecypcaMH Ta IHIIUMH JpKepenaMu iHdopmariii,
CHHTE3yBaTH Ta KPUTHUYHO OCMHUCIIOBATH iH(pOpMAIiIO 3 Pi3HUX pKepen mependaueHi crenupikoro
JTUCIUILIIHN; OOMEKEHHI 4ac Ha BUKOHAHHS JJAOOpATOPHHMX POOIT 1 KOHTPOJBHUX 3aBlIaHb, YiTKO
BU3HAYCHI 1 HamaHi B cwialdyci TEPMiHM TMPOXOKEHHS KOHTPOJIBHHUX TOYOK 1 BiAIpPAIIOBAaHHS
3a00proBaHOCTEN CIPUSIOTH PO3BUTKY IMYHKTYaIbHOCTI, 3[ATHOCTI JI0 CaMOOpraHizaiii Ta ynpaBiiHHSI
4acoM (TaiM-MEHEIPKMEHTY).

[lpy BHUBUYEHHI AWCIUIUTIHM MOXYTh OYTH 3apaxoBaHi pe3yJbTaTH HaBYaHHA, 3100yTi y
HedopmManbHill OCBiTI. BU3HAaHHA pe3ynbTaTiB HaBYaHHA, 3400yTUX Yy HedopmanbpHI OCBITI,
pearizyeTbes 3T THO 3 YNHHUM 3aKOHOJABCTBOM 1 PEryroeThest [1010KeHHAM PO MOPSIIOK BU3HAHHS
Ta rnepe3apaxyBaHHs pe3yJIbTaTiB HAaBYaHHS 3700yBadiB BUIIOI ocBiTH y XHY.

[ToTounuit KOHTPOJIb 3MIMCHIOETHCS TiJ] Yac Ta00paTOPHUX 3aHATb.
[Tpu 1bOMy BUKOPUCTOBYIOTHCS TaKi METO/N IIOTOYHOTO KOHTPOJTIO:
—  3axXUCT JabOpaTOpPHHUX POOIT.
CemecTpoBuii  KOHTPOIb MPOBOXUTHCA Y ¢opmi icriuty. Ilpm BuBeneHHi HlIlcyMKOBOI
CEMECTPOBOi OIIHKHA BPaXOBYIOTHCS PE3YJbTaTH SK MOTOYHOTO KOHTPOJIIO, TaK 1 MiJICyMKOBOT'O
KOHTPOJILHOTO 3aXO0/1Yy.

O1iHIOBaHHS aKaJeMIYHHUX JOCSITHEHb CTYJIEHTa 3JIHCHIOEThCS BIAMOBIAHO 10 «llomoxxeHHs
PO KOHTPOJIb 1 OIIIHIOBAHHS Pe3yJIbTaTiB HaB4YaHHA 3/100yBadiB BuIoi ocBiTH y XHY». Koxxuuii Bujg
poOOTH 3 JMCLUUIUIIHM OLIHIOETHCS 3a IHCTUTYLIHHOIO YOTHpUOaIbHOIO IHiKanor. CeMecTpoBa
I1JICYMKOBA OI[IHKA BU3HAYAETHCS SIK CEPEHHO3BAKEHA 3 YCIX BH/I1B HaBYaJIbHOI pOOOTH, BAKOHAHUX
1 3lJaHUX TIO3UTUBHO 3 ypaxyBaHHSM KoedillieHTa BaromocTi. BaroBi koedili€eHTH 3MIHIOIOTHCS
3aJIeKHO BiJl CTPYKTYPH JAUCLUILIIHY 1 BaXJIMBOCTI OKpEMHX BUIB ii pOOIT.

CTpyKTypyBaHHS JUCHUILIIHU 32 BUIaMH POOIT i OiHIOBAHHS Pe3yJIbTATIB HABYAHHS
CTY/JAEHTIB 32 BATOBUMH Koe(iliecHTaMu

AyauTopHa podora CemecTpoBHii KOHTPOJIb
Bun 3anarTs JIaGopatopHi po6oTH (1-8 poboTH) icnut
Baroswuii koedirieHt 0,6 0,4

OuiHoBaHHs Ja0opaTopHuX podit. O1iHKa, sKa BUCTABISAETHCA 3a JaOOpaTOpHY poOOTY,
CKJIQ/Ia€ThCS 3 TAKMX €JIEMEHTIB: 3HAHHS TEOPETUYHOT0 MaTepialy 3 TEMU; sIKICTh 0(OPMIICHHS 3BITY;
BiJIbHE BOJIOJIHHS CTYJICHTOM CIEliaJbHOI0 TEPMIHOJIOTIEI0 1 yMiHHS MpogeciiiHo oOrpyHTyBaTH
MPUIHATI KOHCTPYKTHUBHI PIIIIEHHS]; CBOEYACHUN 3aXUCT Ja0OPaTOpHOI poOOTH.

TepMmin 3axucty 3BITY 3 Ja00paTOpHOi POOOTH BBAXAETHbCS CBOEYACHHUM, SIKIIO CTYACHT
3axXMCTUB ii B IeHb BUKOHAHHs a00 Ha HACTYIHOMY IIiCJI BUKOHAHHS poOoTH 3aHsATTI. [Ipomymiene




3aHATTS CTYJCHT 3000B’s3aHUN BiINpaloBaTH B Jaboparopiix kadeapu y BCTaHOBICHHN
BUKJIa/IayeM TepMiH, ajie He Mi3Hille, HIX 3a J{Ba TUXKHI 10 KIHI TEOPETHYHUX 3aHATh Y CEMECTPi.

Ominky 3a jabopaTopHy poOOTy BHUKJIAAa4 OTOJIOIIYE OApa3y MICIs 3axXUCTy 3BITY 1
MPOCTABIISIE B €IEKTPOHHUH KypHAI AUCIUILITIHH.

CeMecTpoBHii _KOHTPOJb _(icnuT). IliACyMKOBUI KOHTPOJIBHMM 3axif 3 JIUCHUILIIHU
MpOBOAUTHCS B opmi icriuTy. Ex3aMeHariiiHuii Oi1eT CKIIaJaeThes 3 JBOX TECOPETHYHUX MUTAHD 1
3amavi. Ilim vac icmuTy 3a HAJaHWUMH BIANOBIIAMU 1 pilleHHAMU (PO3B’SI3KaMH) BUKOHYETHCS
OLIIHIOBAHHS PiBHS 3aCBOEHHS CTYJIEHTOM MaTepialy TUCIHILIIHH.

OmiHka 3a MiACYMKOBHI KOHTPOJBHUN 3aXiJl MPOCTABIAETHCS BHUKIAAAYeM B €JIEKTPOHHHIM
KYpHaJI JAMCUMIUIIHM B JCHb 3/1a4l ICIIUTY 1 BPAaXxOBYEThCS B aBTOMATH30BAaHOMY pPEXHMI MpH
BH3HAYEHHI MiJICYMKOBOI CEMECTPOBOI OI[IHKM CTYJCHTAa 3 AUCLUHUIUIIHU 32 IHCTUTYLIHHOIO IIKAJIOKO i
mkanoro €EKTC.

SIK110 CTYIEHT OTpHUMaB HEraTUBHY OLIIHKY 3a IIEBHUM BUJIOM POOIT, TO BiH Ma€ nepe3farH ii B
YCTaHOBJICHOMY MOPSIKY, ajie 000B’SI3KOBO J0 TEPMiHY HACTYITHOTO KOHTPOJIIO.

CTy,Z[eHT SIKUH y BCTAaHOBJICHI TepMiHH HE BUKOHAB 1HIMB1yaJIbHUH TUIaH MOTOYHOI poOOTH 3
JMCLUIUTIHY TOBHICTIO 00 YaCTKOBO, A0 3/1a4i MMiICYMKOBOT'O KOHTPOJILHOTO 3aX0/ly HE JIOTTy CKAEThCH.

Crynenr, sxuii HaOpaB MO3WTHUBHUI CepeIHBO3BAKEHHUI Oan 3a MOTOYHY poOOTY i HE 3/1aB
M1JICYMKOBHM KOHTPOJIBHUM 3aXiJ] (ICIUT), BBAXKAETHCS HEBCTUTAIOUNM.

[lincymkoBa ceMecTpoBa OIIHKAa 3a IHCTHTyHmiHHOIO mKamor 1 mkamoro €EKTC
BCTAQHOBJIIOETHCS B aBTOMATH30BAaHOMY PEXKMMI MICIS BHECEHHS BHUKJIQJayeM YCIX OLIHOK [0
€JIEKTPOHHOTO )KypHAIy.

ChiBBigHOIIEHHA BiTYN3HAHOI IIKAJU OMiHIOBaHHA i mikaau oninosanusa CKTC

Oui Incruryniiina
HiHKa | . . . R
E€KTC | IHTepBaibia Incruryuiiina ouinka, kpuTepii ouiHIOBaHHS
mKaJja dajis
A 4.75-5.00 5 BidMi{ino - rnuboke 1 TIOBHE OIaHYBaHHA HABYAILHOTO
Martepiay i BUSBJICHHS BIAOBITHUX YMiHb T2 HABHKIB
B 495474 4 /Jlo6pe — OBHE 3HAHHS HABYAILHOTO MaTepiajy 3 KiIbKoMa
HE3HAYHUMH [TOMUIIKAMU
c 3.75.4,24 4 /Jlo6pe — B 3araibHOMY TIPaBUJIbHA BiIIOBLIb 3 IBOMA-TPhOMa
CYTTEBUMH IOMIJIKAMH
D 325374 3 3aoosinbno — HETIOBHE OTaHYBAHHS! IPOTPAMHOTO M&}Tepiany,
aJie JOCTaTHE sl IPAaKTHYHOI isTFHOCTI 3a mpodeciero
3a0o6inbho — HENOBHE ONAHYBAaHHS  MPOTPaAMHOTO
E 3,00-3,24 3 MaTepiany, IO 3aJ0BOJIbHSE€  MiHIMaNbHI  KpuTepil
OLIIHIOBaHHS
He3zaoogineno — OE3CUCTEMHICTh OJIepKaHMX 3HaHb 1
FX 2,00-2,99 2 HEMOJIMBICTh TPOJOBKUTH HaBUaHHA O€3 JI0IaTKOBHX
3HAHb 3 JTUCIUILTIHUA
= 0,00-1,99 2 He3zaoogineno — HeobOxinHa cepio3Ha nojiaiibIia pobora 1
NOBTOPHE BUBYEHHS JTUCIUILTIHU




CoNoR~LNE

8. IIMTAHHA JJ1s1 CAMOKOHTPOJIIO

[lepion Ta mokoniHHA po3BUTKY KoMl toTepHoi TexHiku (KT)

MareMatuuHi NepIIoKepesia 00UNCIIOBAIBHOT TEXHIKH.

Knacudikarist apxitektyp komn’1orepiB Apxitekrypa ¢pon Helimana .
ITpoayKTUBHICTh OOYHMCIIIOBAIIBHUX CUCTEM Ta ii JOCATHEHHS .

[udposa norika Ta mpeaCTaBICHHS ii 1 apXiTEKTypi KOMIT I0Tepa.

OcnogHi 6;10ku EOM, X npu3HaueHHs Ta (PyHKIIIOHAJIbHI XapaKTePUCTUKH.
Opranizarist mam’sTi IEPCOHATBHOTO KOMIT IOTepa.

EnemenTn xonctpyxkiii ITK.

@dynKuioHanbHA opraizaiis npuctpois I1K.

. OyHKIIIOHAJIFHA OpTraHi3aIlis IPOrpaMHOro 3a0e3MeUeHHS.
. [IpencraBnenns nanux B 11K.

. Kimacudikarris komm’rorepis.

. ApxiTekTypa mam’sTi KOMIT I0TepiB.

. Opranizaiist GpyHKIIIOHYBaHHS ITPOIIECOPIB.

. bararomporiecopHi apxiTeKTypH.

. Cy4acHi apXiTeKTypH.

. Ilpu3HavyeHHs1, XapakTepUCTHKHU Ta OpPTaHi3allisi CHCTEMH MEPEPUBAHD IPOTPAM.
. ApxiTekTypa ocHOBHHUX 0J0KiB mporecopa [1K.

. KonBeepna Ta cynepckaisipa apXiTeKTypa mporecopa.

. OcHoBHi xapakTtepuctuku MikponporecopiB (MII) Tumy CISC.
. OcHoBHI pexxumu pobotu cydacuux MII.

. Cucrema BipTyaJlbHUX MAallMH.

. Mikponpouecopu Pentium, Pentium pro,-3,-4.

. Texunomnorist HT.

. OCHOBHI THITM CHCTEMHHX IUIAT Ta X XapaKTEPUCTUKH.

. OcHoBHI QyHKIIIT cUCTeMHOI MiKpocXeMH (dircera).

. Inrepdeticai cuctemun EOM.

. lllunn cyyacHux I1K.

. Mikponpouecopna nam'ste (MIIII) Ta ii OCHOBHI XapaKTepUCTHKH.
. PerictpoBa kem-nmam'sate Ta ii OCHOBHI XapaKTEPUCTHUKH.

. Ocnona nam'ate (O3I1) Ta i OCHOBHI XapaKTEPUCTHKHU.

. 3oBHimHsA nam'ate (I13I1) Ta i OCHOBHI XapaKTepUCTUKU.

. OCHOBHI TUIK OTIEPATUBHOI IaM’SITI.

. JloriyHa cTpyKTypa OCHOBHOI IaM’ATi.

. Kimacuikarist 30BHIIIHIX 3amaM’ATOBYBaJIbHUX IPUCTPOIB.
. @aiinu, X BUIM 1 OpraHizaiis.

. [TOHATTSI KOMIT'IOTEPHUX MEPEXK.

. Tunu Mepex.

. AnapatHi Ta IporpamMHi KOMIIOHEHTH KOMIT IOTEPHUX MEPEXK.
. MepexHi Tomonorii.

. Mognens OSI.

. Monens TCP.

. MepexeBi mpOTOKOIH.

. IIpoTokonu ApOTOBUX 1 GE3APOTOBUX MEPEIK.

. CrangapTHi OpTH.

. IIporoxomn WLAN.

. [Iporoxonu Bluetooth, NFC i RFID.

. IIpotokonu Zigbee 1 Z-Wave.

. [TokomiHHA cuCTeM CTITLHUKOBOTO 3B'SI3KY.

. MepesxeBi Ciryx0H.

. KimienT-cepBepHa apxiTekTypa.
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52. DHCP-cepgep.

53. DNS cepgep.

94. CepBep ApyKY.

55. daitnoBwii cepaep.

56. Beb cepaep.

57. IlomrroBwii cepBep.

58. IIpoxci cepsep.

59. Cepsep aBreHTHDiKAIII].

60. Syslog cepsep.

61. OcHOBHI MEpeXKEBI MMPUCTPOI.

62. MepexeBa inTepdeiicHa KapTa.

63. [ToBTOprOBaYi, MOCTH T2 KOHIICHTPATOPH.
64. KepoBaHi Ta HEeKepOBaH1 KOMYTaTOPH.
65. be3apoTOBI TOYKH JAOCTYIY.

66. MapuipyTusaropu.

67. MixMepeKkeBi eKpaHH.

68. Cucremu BusBIeHHsS BTopraeHs IDS.

69. Cuctemu 3ano0irannst BroprueHusm IPS.
70. Ipucrpoi UTM.

71. MAC anpecn.

72. 1P anpecw.

73. Mepexesi nporokonu. SSL. TSL. SOCS.
74. be3nieka MepeKeBUX IPUCTPOIB

9. METOJAWYHE 3ABE3INEYEHHSA
OcCBiTHIN Tpolec 3 TUCHMILIIHY MTOBHICTIO 1 B JOCTaTHIN KUTBKOCTI 3a0e3me4eHnii HeoOXiTHO0

HAaBYaJIbHO-METOAMYHOIO JIITEPaTypolo, siKa po3milieHa B MoayisHoMy cepenouini MOODLE.

9.

10. PEKOMEH/IOBAHA JIITEPATYPA

OcHoBHA

. MarBienko M.II. Apxitektypa komn toTepiB: HaBuanbuuii nocionuk / Marsienko M.IL., Pozen B.I1.,

3aknagauit O.M. — K.: Jlipa-K, 2019. — 264 ¢

. Jim Ledin. Modern Computer Architecture and Organization / Packt Publishing, 2022. — 560 c.
. Scott Russell. Computer Networking / Stefano Cardinale, 2021 — 360.
. 3agepeiiko O. B. Komn’torepni mepexi [Enextponnuit pecypc] : HapuanpHuii moci6Huk / O. B.

3aneperiko, H. 1. JlorinoBa, A. A. TomoknoB. — Opeca, 2022. — 249 c¢. — Pexum noctymy:
https://hdl.handle.net/11300/19423.
. CCNAvV7:  Introduction to  Networks [Enmektponnuii  pecypc] Pexum  moctymy:

https://Ims.netacad.com/course/view.php?id=2144705

Jlomomizkna

. Peterson, L. L., Davie, B. S. (2021). Computer Networks: A Systems Approach. Elsevier Science. —

848 p

.Stack,l E. (2020). Computer Networking the Complete Guide: A Complete Guide to Manage

Computer Networks and to Learn Wireless Technology, Cisco CCNA, IP Subnetting and Network
Security. (n.p.): Matteo Galbiati. — 140 p.

. Scott, R. (2020). Computer Networking Beginners Guide: An Easy Approach to Learning Wireless

Technology, Social Engineering, Security and Hacking Network, Communications Systems
(Including CISCO, CCNA and CCENT). (n.p.): Stefano Cardinale. — 182 p.
Panek, C. (2019). Networking Fundamentals. Wiley. — 336p.

10. Forouzan, B. A. (2021). Data Communications and Networking with TCP/IP  Protocol
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https://lms.netacad.com/course/view.php?id=2144705

11.
12.
13.
14.

15.

Suite. McGraw-Hill. — 866p.

Kurose, J. F., Ross, K. W. (2021). Computer Networking: A Top-down Approach. Pearson. —800p
Byrne, P. (2020). Computer Networking: Principles and Practice. Willford Press. — 221p
Aggarwal, P. (2018). Introduction to Computer Networking: The Fundamentals Guide for
Beginners. (n.p.): Amazon Digital Services LLC - KDP Print US. —492p

Robertazzi, T. G. (2017). Introduction to Computer Networking. Springer International Publishing.
—154p

Karamagi, R. (2021). Computer Networks. (n.p.): Independently Published. — 418p

11. IHOOPMAIIIMHI PECYPCH

1. Monynbae cepenosuie it Hapuanus. URL : https://msn.khmnu.edu.ua/
2. Enexrponna 6i6mioreka yuiBepcurery. URL: http://lib.khmnu.edu.ua/
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Computer Network Organisation

Field of study: 12 - Information Technologies
Major: 121 — Software Engineering
Level of Higher Education: First Level (Bachelor)
Educational program: Software Engineering

Discipline status: Compulsory

Faculty: Information Technologies
Department: Cybersecurity

Semester
Total Number of hours control form
Credits
Classwork hours
"
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Total 8 240 | 36 54 150 1

The course program is based on the Higher Education Standard, the 2023 Bachelor's degree

educational program, and the curriculum.

Program’s author A— Yu. Klots

Approved at the staff meeting of the Cybersecurity Department

Minutes from 3/ & AKX 8 No. 7/

Head of the Cybersecurity Department Yu. Klots

The course program is approved by the Academic Board of the Faculty of Information technologies

Head of the Academic Board ﬂ

0.S. Savenko

Khmelnytskyi 2023
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COMPUTER NETWORK ORGANISATION

Type of discipline Mandatory

Level of higher education First (undergraduate)
Language of teaching Ukrainian, English
Semester fourth

The volume of ECTS loans 8

Form of education daytime

Learning outcomes. According to the Standard of higher education and the educational program, the
discipline must provide:

competences: Ability to analyze, choose and apply methods and tools to ensure information security
(including cyber security). Ability to carry out the system integration process, apply change management
standards and procedures to maintain the integrity, overall functionality and reliability of the software.

Program learning outcomes: To analyse, purposefully search for, and select the necessary information,
reference resources, and knowledge for solving professional tasks, considering modern scientific and
technical achievements. To know and be able to apply information technologies for data processing,
storage, and transmission. To understand, analyse, select, and competently use tools to ensure
information security (including cybersecurity) and data integrity relative to applied tasks and created
software systems.

Content of the academic discipline. Introduction to networks. Seven-level OSI model. Network
protocols. Channel level protocols. Network layer protocols. Transport layer protocols. Session level
protocols. Representation and application level protocols. Switches. Routers. Wireless equipment.
Network monitoring tools. Computer architecture. Computer systems. Network operating systems.

Planned educational activity : lectures - 36 hours, laboratory classes - 54 hours, independent work -
150 hours; together - 240 hours

Forms (methods) of education : verbal and visual (lectures); practical and partially research (laboratory
works); explanatory and illustrative and research (independent work).

Forms of evaluation of learning results : defense of laboratory work, written control work, final control
measure.

Form of semester control: exam.

Educational resources:

1. Marsienko M.II. ApxiTekTypa koM toTepiB: HaBuanbHuit mociOnuk / MatBienko M.II., Pozen
B.I1., 3aknagauit O.M. — K.: Jlipa-K, 2019. — 264 ¢

Jim Ledin. Modern Computer Architecture and Organization / Packt Publishing, 2022. — 560 c.
Scott Russell. Computer Networking / Stefano Cardinale, 2021 — 360.

3agepeiiko O. B. Komm’rotepHi Mepexi : HaBuanbHMi mociOHuk / O. B. 3agepeiiko, H. 1.
JlorinoBa, A. A. Tonoknos. — Opeca, 2022. — 249 c. — https://hdl.handle.net/11300/19423.
CCNAVT7: Introduction to Networks https://Ims.netacad.com/course/view.php?id=2144705

6. MOODLE Learning Platform. Access to the resource https://msn.khmnu.edu.ua.
7. University Electronic Library. Access to the resource: http://library.khmnu.edu.ua.

Eal

o1

Lecturer : Ph.D., associate professor Klyots Yu.P.
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3. EXPLANATORY NOTE

The discipline "Organization of computer networks" is a component of the professional training
of bachelors in the specialty "Software engineering".

The purpose of teaching the educational discipline is the formation of future specialists’ skills
and competencies for the effective use of computer architecture, features of computer systems and their
operating systems, computer networks for software development.

The subject of the discipline is basics of building and maintaining computer networks, setting
up network equipment, architecture of computers and computer systems, network operating systems.

The task of the discipline is to ensure the acquisition of competencies and the achievement of
program learning outcomes in accordance with the educational and professional training program for
bachelors in the "Software Engineering™ specialty.

According to the Standard of higher education and the educational program, the discipline must ensure:
Integral competence
The ability to solve complex specialized tasks or practical problems of software engineering,
characterized by complexity and uncertainty of conditions, with the application of theories and methods
of information technologies .
competences :
FC6. Ability to analyze, choose and apply methods and tools to ensure information security
(including cyber security).
FC12. Ability to carry out the system integration process, apply change management standards
and procedures to maintain the integrity, overall functionality and reliability of the software.

learning outcomes:
PLO1 To analyse, purposefully search for, and select the necessary information, reference
resources, and knowledge for solving professional tasks, considering modern scientific and
technical achievements.
PLO18To know and be able to apply information technologies for data processing, storage, and
transmission.
PLO21To understand, analyse, select, and competently use tools to ensure information security
(including cybersecurity) and data integrity relative to applied tasks and created software systems.

A student who has successfully completed the study of the discipline must: apply methods of
network design and configuration of network equipment, network operating systems; analyze , select and
apply the architecture of computers, computer systems, and network architecture when designing and
developing software; use operating systems, network technologies, computer systems in the development
and operation of software.

Discipline policy The organization of the educational process in the discipline meets the requirements of
the provisions on organizational and educational and methodological support of the educational process,
the educational program and the curriculum. The student is obliged to attend lectures, practical classes,
laboratory works, etc., according to the schedule, not to be late for classes, to complete all tasks and
checkpoints according to the schedule. Missed practical classes and laboratory work, the student is
obliged to study independently in full and report to the teacher no later than a week before the next
certification. For practical classes and laboratory work, the student should prepare for the relevant topic
and be active. Knowledge acquired by a person in a discipline or its separate sections in non-formal
education is credited in accordance with the Regulation on the procedure for re-enrollment of study
results and determination of academic difference in KhNU.
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7. COURSE CREDIT STRUCTURE

The number of hours allocated to:

Topic name lectures laboratory work independent work
Topic 1. Computer architecture 4 6 18
Topic 2. Computer systems 4 6 18
Topic 3. Computer networks 24 30 96
Topic 4. Network OS 4 12 18
Together: 36 54 150
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8. EDUCATIONAL DISCIPLINE PROGRAM

5.1 Content of the lecture course

Lectur
e
numbe
r

List of lecture topics, their abstract

hours

Topic 1. Computer architecture

The concept of computer architecture.

Organization of connections between functional computer nodes. Features of
computer architecture. Register cache - memory. Main memory. Random access
memory device (RAM). Lit.: [3] P. 65-160; [6] P. 57-76

Program and data protection tools

High-performance, parallel, distributed, mobile and web-based computers, cloud,
green, secure, autonomous, adaptive and intelligent software and technical
means. Lit.: [1], c. 13-21, 55-71; [ 2] 53-89, 106-115

Topic 2. Computer systems

Basic concepts of computer systems.
Computer systems and parallel information processing. Architecture of computer
systems. Classification of CS.

Topologies of computer systems.
Methods of describing the characteristics of network connections Static and
dynamic topologies.

Topic 3. Computer networks

Introduction to networks. History of origin. Basics of topology Network
equipment. summer [1 p.33-109; 2 p.21-51; 3 p.1-41; 4 p.25-29]

Network models. Prerequisites for building models. Seven-level OSI model.
TCP/IP model. summer [1 p. 163-218; 2 pp. 125-171; 3 pp. 127-157]

Network protocols. Physical level protocols. Channel level protocols. Network
layer protocols. Transport layer protocols. Session level protocols.
Representation and application level protocols. summer [1 p. 279-302; 2 pp. 339-
361; 3 pp. 625-649]

IP and MAC addresses. Appointment. Types of IP addresses. Network address.
Host address. Mask. Peculiarities of using IP and MAC addresses. summer [1 p.
249-279; 2 pp. 172-187; 3 pp. 192-203]

IP address. Division of the IR network into subnets

The network and node parts of IPv4 addresses. Unicast, broadcast and multicast
transmission. Public and private IPv4 addresses. Obsolete class addressing, its
limitations. Classless addressing. IP address assignment. The need for IPv6.
Introducing IPv6. Splitting the network into subnets.

Lit.: [3,6]

10

Address Resolution Protocol (ARP ). ARP functions. Principles of ARP
operation. The role of ARP in the process of remote data exchange. Deleting ARP
entries. ARP tables on network devices. ARP problems. summer [1 p. 1275-
1301; 2 pp. 759-800]

11

NAT protocol. General principles of NAT. Basic definitions. Static translation
(static NAT). Dynamic translation (dynamic NAT). Port Address Translation
(PAT). summer [1 p. 99-102; 2 pp. 111-125; 3 pp. 107-125]

12

Switches. Types and purpose of switches. L2 switches. L3 switches. summer [1
p. 99-102; 2 pp. 111-125; 3 pp. 107-125]
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13

Routers. Principles of routing. Routing tables in IP networks. Assignment of
routing table fields. Sources and types of entries in the routing table. summer [1
p. 379-388; 2 pp. 84-91; 3 pp. 76-86]

14

Design of virtual local networks

Purpose and advantages of virtual local networks. Tagging of Ethernet frames for
VLAN identification. VLAN ranges on switches. Creating a virtual local
network. DTP protocol. VLAN issues. Lit.: [3]

15

Access control lists

Defining and assigning access control lists. Communication session and data
exchange according to the TSR protocol. Standard and extended ACL-lists.
Applying a template mask. Recommendations for using ACL lists. Configuring
standard ACLs. Using an ACL to control access to a VTY. Creating advanced

ACLs.
Lit.: [3,6]

16

OSPF routing

Development and characteristics of the OSPF protocol. OSPF components and
principle of operation. OSPF for single and multiple areas. OSPF encapsulation
and packet types. Establishing adjacency relationships with neighboring devices.
Synchronization of OSPF databases.

Lit.: [6]

Topic 4. Network OS

17

Concept of operating system.

1. Purpose and functions.

2. Classification of modern operating systems.

3. Architectural features of the structure of modern operating systems.

4. Windows, Unix and Linux operating systems - architecture and comparative
analysis.

Lit.: [1] c.59-78 [5] ¢.8-35,123-144 [7] c.5-12, 21-26, [9] ¢.7-17 [10] c.13-28

18

File systems of operating systems

1. FAT, NTFS file systems

2. Architecture of the EFS file system

3. File systems exFAT, Ext4, BtrFS, ReiserFS, XFS, JFS

Lit.: [1] p.474-506 [5] ¢.105-121 [7] ¢.29-33 [9] ¢.186-219 [10] c.35-59

Total per semester:

36

5.2 Content of laboratory work

Z
o

Topics of laboratory works

Number
of hours

Study of the structure of a personal computer and server

4

Installation and configuration of VM and OS.

Computer network equipment

Basic router configuration

Access point and Wi-Fi router settings

Configuring traffic filtering rules

Traffic routing

Settings of data backup systems.

@OO\I(DU‘ILOJNI—\%

Final lesson. Control work

NI

Total per semester:

w
N

* By the numerator / by the denominator (calculation is carried out in accordance with the class schedule)
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5.3 Content of independent (including individual) work

The volume of independent work on the discipline is 150 hours. It includes processing of lecture
material and literature sources, preparation for control work, preparation for performance and protection
of laboratory work. Management of independent work is carried out by the teacher according to the
schedule of consultations outside of class time.

No Topics of independent work Number of
week hours
1 Elaboration of the theoretical material of lecture #1. 5
2 Preparation for laboratory work No. 1 5
3 Elaboration of the theoretical material of lecture #2. 5
4 Preparation for the defense of laboratory work #1. Preparation for 5

laboratory work No. 2.
5 Elaboration of the theoretical material of lecture #3. 5
6 Preparation for the defense of laboratory work #2. Preparation for 5
laboratory work No. 3.
7 Elaboration of the theoretical material of lecture #4. 5
8 Preparation for the defense of laboratory work #3. Preparation for 5
laboratory work No. 4.
9 Elaboration of the theoretical material of lecture No. 5. 5
10 Preparation for the defense of laboratory work #4. Preparation for 5
laboratory work No. 5.
11 Elaboration of the theoretical material of lecture #6. 5
12 Preparation for the defense of laboratory work No. 5. Preparation for 5
laboratory work No. 6.
13 Elaboration of the theoretical material of lecture #7. 5
14 Preparation for the defense of laboratory work #6. Preparation for 5
laboratory work No. 7.
15 Elaboration of the theoretical material of lecture #8. 4
16 Preparation for the defense of laboratory work #7. Preparation for 4
laboratory work No. 8.
17 Elaboration of the theoretical material of lecture #9. Preparation for the 4
defense of laboratory work #8. Preparation for the test based on the
material covered.
Total per semester: 82

* When planning lectures by the numerator/by the denominator (calculation is carried out in accordance with the class

schedule)
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6. TEACHING METHODS

The process of teaching in the discipline is based on the use of traditional and modern methods.
In particular, lectures are conducted using verbal and visual methods accompanied by presentation
materials, laboratory work is conducted using practical and partially research methods, modern
information and computer technologies and have the goal of students acquiring practical skills to ensure
the protection of programs and data; protection of software against unauthorized copying by software
and software-hardware methods.

7. FORMS AND METHODS OF EVALUATING LEARNING OUTCOMES

The teaching methods used in the teaching of the discipline contribute to the development of
soft skills in students: discussion of problematic issues during lectures, public defenses of laboratory
works with the justification of decisions made regarding the choice of methods for solving tasks in
dialogue with the teacher and the group contribute to the formation and improvement of public
speaking skills, empathic listening , advocacy of one's own point of view, introspection and self-
criticism; adaptability, the ability to use Internet resources and other sources of information, synthesize
and critically interpret information from various sources provided by the specifics of the discipline;
limited time for performing laboratory work and control tasks, clearly defined and provided in the
syllabus deadlines for passing control points and working off debts contribute to the development of
punctuality, the ability to self-organize and manage time (time management).

When studying a discipline, learning results obtained in non-formal education can be credited.
The recognition of learning results obtained in non-formal education is implemented in accordance
with the current legislation and is regulated by the Regulation on the procedure for recognition and re-
enrollment of learning results of students of higher education at KhNU.

Current control is carried out during laboratory classes.
At the same time, the following methods of current control are used:
— protection of laboratory works.

Semester control is conducted in the form of an exam. When deriving the final semester grade,

the results of both the current control and the final control event are taken into account.

Assessment of the student's academic achievements is carried out in accordance with the
"Regulations on control and evaluation of the results of studies of students of higher education at
KhNU". Each type of work in the discipline is evaluated on an institutional four-point scale. The
semester final grade is defined as a weighted average of all types of academic work completed and
passed positively, taking into account the weighting factor. The weighting factors change depending
on the structure of the discipline and the importance of certain types of its work.

The structuring of the discipline by types of work and the assessment of student learning
outcomes by weighting factors

Auditory work Semester control
Type of occupation | Laboratory works (1-8 works) Exam
Weight factor 0.6 0.4

Evaluation of laboratory works . The grade given for laboratory work consists of the
following elements: knowledge of theoretical material on the topic; the quality of the report design;
the student's fluency in special terminology and the ability to professionally justify the adopted
constructive decisions; timely protection of laboratory work.

The deadline for the defense of the laboratory work report is considered timely if the student
defended it on the day of completion or at the next class after the completion of the work. The student
must complete the missed class in the department's laboratories by the deadline set by the teacher,
with registration in the department's journal, but no later than two weeks before the end of theoretical
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classes in the semester.
The teacher announces the grade for the laboratory work immediately after the defense of the
report and puts it in the electronic journal of the discipline.

Semester control (exam). The final control measure in the discipline is conducted in the form
of an exam. The examination ticket consists of two theoretical questions and a problem. During the
exam, based on the provided answers and solutions (solutions), the student's level of assimilation of
the subject material is evaluated.

The grade for the final control measure is entered by the teacher in the electronic journal of the
discipline on the day of the exam and is taken into account in the automated mode when determining
the final semester grade of the student in the discipline according to the institutional scale and the
ECTS scale.

If a student received a negative grade for a certain type of work, then he must resubmit it in the
established order, but necessarily before the next inspection deadline.

A student who has not fully or partially completed the individual plan of the current work in
the discipline within the prescribed time limits will not be allowed to take the final test.

A student who scored a positive weighted average score for the current work and did not pass
the final control measure (exam) is considered to have failed.

The final semester grade according to the institutional scale and the ECTS scale is set in an
automated mode after the teacher enters all the grades into the electronic journal.

Correlation of the domestic evaluation scale and the ECTS evaluation scale

Evaluat| Institutional
ion of interval Institutional assessment, assessment criteria
ECTS |scale of points
A 4.75-5.00 5 Excellent - deep and complete mastery of the basic material
' ' and identification of relevant skills and abilities
Good - complete knowledge of the educational material with
B 4.25-4.74 4| a few minor errors
C 3.75.4.24 4 (Ce;r?c?ri - agenerally correct answer with two or three significant
D 395374 3 Satisfactory - incomplete mastery of the software material, but
' ' sufficient for practical activity in the profession
E 3.00-3.24 3 Satisfactory - incomplete mastery of the program material
' ' that meets the minimum assessment criteria
Unsatisfactory — the unsystematic nature of the acquired
FX 2.00-2.99 2 | knowledge and the impossibility of continuing education
without additional knowledge of the discipline
= 0.00-1.99 9 U_ns_atl_sfac_tory - serious further work and re-study of the
discipline is necessary
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8. QUESTIONS FOR SELF-CONTROL

Period and generation of development of computer technology (CT)
Mathematical primary sources of computer technology.
Classification of computer architectures Von Neumann architecture.
Productivity of computing systems and its achievements.

Digital logic and its representation in computer architecture.

Basic computer units, their purpose and functional characteristics.
Organization of personal computer memory.

PC design elements.

Functional organization of PC devices.

. Functional organization of software.

. Presentation of data in a PC.

. Classification of computers.

. Computer memory architecture.

. Organization of the functioning of processors.

. Multiprocessor architectures.

. Modern architecture.

. Purpose, characteristics and organization of the system of program interruptions.
. The architecture of the main units of the PC processor.

. Pipeline and superscalar processor architecture.

. The main characteristics of microprocessors (MP) of the CISC type.
. The main modes of operation of modern MPs.

. System of virtual machines.

. Microprocessors Pentium, Pentium pro,-3,-4.

. NT technology.

. The main types of motherboards and their characteristics.
. The main functions of the system microcircuit (chipset).

. Computer interface systems.

. Tires of modern PCs.

. Microprocessor memory (MPP) and its main characteristics.
. Register cache memory and its main characteristics.

. Main memory (RAM) and its main characteristics.

. External memory (SD) and its main characteristics.

. The main types of RAM.

. Logical structure of main memory.

. Classification of external storage devices.

. Files, their types and organization.

. The concept of computer networks.

. Types of networks.

. Hardware and software components of computer networks.
. Network topologies.

. The OSI model.

. TCP model.

. Network protocols.

. Protocols of wired and wireless networks.

. Standard ports.

. WLAN protocols.

. Bluetooth, NFC and RFID protocols.

. Zigbee and Z-Wave protocols.

. Generation of cellular communication systems.

. Network services.

. Client-server architecture.
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52.
53.
54.
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.

DHCP server.

DNS server.

Print server.

File server.

Web server.

Mail server.

Proxy server.

Authentication server.

Syslog server.

Basic network devices.

Network interface card.
Repeaters, bridges and hubs.
Managed and unmanaged switches.
Wireless access points.

Routers.

Internet screens.

IDS intrusion detection systems.
IPS intrusion prevention systems.
UTM devices.

MAC addresses.

IP addresses.

Network protocols. SSL. TSL. SOCS.
Security of network devices

9. METHODOLOGICAL SECURITY
The educational process of the discipline is fully and in sufficient quantity provided with the

necessary educational and methodical literature, which is placed in the MOODLE modular environment.

10. RECOMMENDED BOOKS

Main

Martsienko M.I1. ApxitekTypa komm totepiB: HaBuanbuuii nocionuk / Matienko M.I1., Poszen
B.I1., 3aknagauit O.M. — K.: Jlipa-K, 2019. — 264 ¢

Jim Ledin. Modern Computer Architecture and Organization / Packt Publishing, 2022. — 560 c.
Scott Russell. Computer Networking / Stefano Cardinale, 2021 — 360.

3anepeiiko O. B. Komm’torepHi mepexi [EnextponHuil pecypc] : HaByaibHui 1ociOHUK / O.
B. 3anepeiixo, H. 1. JlorinoBa, A. A. TomnokHoB. — Opneca, 2022. — 249 c. — Pexum gocryny:
https://hdl.handle.net/11300/19423.

CCNAvV7: Introduction to Networks [Enexktponnmii pecypc] Pexum  moctymy:
https://Ims.netacad.com/course/view.php?id=2144705

Auxiliary

Peterson, L. L., Davie, B. S. (2021). Computer Networks: A Systems Approach. Elsevier
Science. — 848 p.

Stack, E. (2020). Computer Networking the Complete Guide: A Complete Guide to Manage
Computer Networks and to Learn Wireless Technology, Cisco CCNA, IP Subnetting and
Network Security. (n.p.): Matteo Galbiati. — 140 p.

Scott, R. (2020). Computer Networking Beginners Guide: An Easy Approach to Learning
Wireless Technology, Social Engineering, Security and Hacking Network, Communications
Systems (Including CISCO, CCNA and CCENT). (n.p.): Stefano Cardinale. — 182 p.

Panek, C. (2019). Networking Fundamentals. Wiley. — 336p.
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10.
11.

12.
13.

14.
15.

1.
2.
3.

Forouzan, B. A. (2021). Data Communications and Networking with TCP/IP Protocol Suite.
McGraw-Hill. — 866p.

Kurose, J. F., Ross, K. W. (2021). Computer Networking: A Top-down Approach. Pearson. —
800p

Byrne, P. (2020). Computer Networking: Principles and Practice. Willford Press. — 221p
Aggarwal, P. (2018). Introduction to Computer Networking: The Fundamentals Guide for
Beginners. (n.p.): Amazon Digital Services LLC - KDP Print US. —492p

Robertazzi, T. G. (2017). Introduction to Computer Networking. Springer International
Publishing. — 154p

Karamagi, R. (2021). Computer Networks. (n.p.): Independently Published. — 418p

11. INFORMATION RESOURCES

MOODLE Learning Platform. Access to the resource https://msn.khmnu.edu.ua.
University Electronic Library. Access to the resource: http://library.khmnu.edu.ua.
University Repository. Access to the resource https://elar.khmnu.edu.ua/home.
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